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NOTE: This guide specification is issued by the
Atlantic Division, Naval Facilities Engineering
Command for regional use in Italy.
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NOTE: This sanple specification covers the
requirenents for CCTV nonitoring systenms consisting
of commercial equipnent which is limted to a ful
range of closed-circuit television (CCTV) for renote
al arm assessnent purposes, alarm signal data
conmmuni cati ons nedia, alarmreporting and nonitoring
systens, and basic card entry control systens. The
CCTV system covered in this specification is not
i ntended for exterior perineter surveillance usage.
System requi renents nust conformto NAVFAC DM 13. 02
Consult the Engineering Field Division (EFD), Nava
Facilities Engi neering Cormand on questions
concer ni ng system desi gn.
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NOTE: The followi ng information shall be shown on
the project draw ngs:

1. Floor plans: Location of security devices,
control units, alarmdisplay equipnent, and
el ectrical power cabinets;

2. Site plan: Exterior devices and routing of
conductors and conduit into building;

3. Single line type systemriser diagram
Connection of equi pnent should be indicated for
typi cal system chosen for cost estinmating purposes;

4, Single line type electrical riser diagram and
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5. Mounting: Details for each device required for
conplete installation, including junction boxes for
recessed BVS where required. |nclude device height
and installation of wring.

The devi ce synbol presents an easy to use and
efficient nmeans of identifying the essentia
features of the security engineering design effort.
The synbol provides a nethod by which the
phenonenol ogy of the device, necessary identifying
details related to the phenonenol ogy of the device,
and the neans by which the device is positioned or
nmounted can be readily indicated on the engineering
pl ans. The synbol al so provides a neans of
identifying the device in order to devel op accurate
bills of material and systemdi agrans. The tables
presented are suggested usage and can be nodified as
necessary to suit the particular design effort.

The "Conpl eted Device Legend" is presented to
illustrate actual devices and the | egend detai
needed on submtted plans.

DESI GN SYMBOLOGY

Not e:

1. Device type: A single letter code used to
i ndi cate the phenonenol ogy of the device. Refer to
the device type list.

2. Device detail: A single letter code used to
differentiate between simlar type devices. Refer
to the device detail list.

3. Munting detail: A single letter code used to
i ndi cate the nounting nmeans or positioning of the
device. Refer to the nounting detail list.

4. ldentifier: Can be any al phanuneric sequence
whi ch allows identification of individual device

Room nunber with al pha character is particularly

effective for interior plans which have specific

room nunbers previously assigned.

5. Locator: Small 3 nmdot which indicates the
physi cal |ocation of the device on the plans.
Locator dot can be used with an arrow to indicate
the location of directional devices, such as a CCTV
camera, or with dashed lines to indicate fence
mounted or buried |ine type devices. The synbol
should be clarified in the | egend and t he pl ans.
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6. Synbol: A 15 mmor greater dianeter circle with
a horizontal line through the center. Can be
changed to a square or hexagon of simlar size, if

necessary,

for clarity on the drawings. The size is

dictated by the height of letters used for the
devi ce nonencl ature.

Fi rst

N<Xs<CH0DITZZIrX«ITOmMmMOO®>»

O mooOw>

I X«eTIT

Letter - Sensor Type (Phenonenol ogy)

Acousti c

Bal anced Magnetic Switch
Card Reader

Door Strike

Electrical Strain Sensitive
Fence Sensor

A ass Break

Reserved

Door Bolt

Capaci t ance
Phot oel ectric

M cr owave

Radi ati on

Passive Infrared

Area Lighting

Switch (Contact)

I ntercom

U trasonic

Vi deo

Seismc (Vibration and Switchnat)
Ported Coaxi al Cable
Reserved

Reserved

Second Letter - Sensor Detail

U tracon
Intensified Silicon Intensified Target
Curtain
Vi di con
Angled left [ ] [radians]
(0 ] [radians] from surface)
Reserved
Angled right [__ ] [radians]
(0 ] [radians] from surface)
Reserved
Reserved
Keypad
Long Range
Masked Coverage (Add Note to Legend & Spec for
detail)
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N<XXs<c—Hwznvuvz

N<Xs<CH0DITZZIrX«IOmMmMOO®>

ADT
ADE
BRH
BSF

BSH

Second Letter - Sensor Detail

Reserved
Processor
Recessed
Sur f ace
Transmtter
Recei ver
Vol une
Reserved
Reserved
Reserved
Reserved

Third Letter - Mounting Detail

Above Ceiling (above suspended ceiling)
Buri ed (Underground) (in pour or slab)
Cei l i ng Mount ed

Duct Mount ed

System Qut put to Control External Equi pnent
Fl ush Mount ed

System | nput From Ext ernal Equi pnent
Header Mbunted (above door opening)
Janb Mount ed (besi de door opening)
Reserved

Reserved

Reserved

Reserved

Pol e Mounted (i.e., exterior CCTV)
Recess Munted

Sur f ace Mount ed

Tabl e and Desk Mount ed

Under Fl oor (bel ow raised floor)
Reserved

Wal | Mounted

Suspended

Reserved

Reserved

Conpl et ed Devi ce Legend

X-Ray Unit Display Mnitor, Desk Munted
X-Ray Vi deo Source

Bal anced Magnetic Switch, Recess Munted at
Door Header

Bal anced Magnetic Switch, Surface Munted in
Fl oor

Bal anced Magnetic Switch, Surface Munted at
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BSP

BSJ

CKP

CPU
CXP
CXW
GYE

GYG

&G

HYG

JSH
LTW
LUW
MUS
NUS
pPCC
PCW
PMWV
PNW
PVW
RYE
SRF
SRH
SWG
SYE
SZE

TIT

Conpl et ed Devi ce Legend

Door Header

Bal anced Magnetic Switch, Surface Munted on
Post

Bal anced Magnetic Switch, Surface Muunted in
Janb of Door

Card Reader Wth Keypad, Post Mbunted

Card Reader Wth Keypad, Wall Mbunted

Control Monitoring Unit

Control Station Used Wth U trasonic Sensors
Central Processing Unit

Card Reader Wthout Keypad, Post Munted
Card Reader Wthout Keypad, Wall Munted

El ectric Door Strike, Recessed, Janb Munted
Ventilation SystemButterfly Valve Qutput to
Qpen Circuit in Equi pnment Supplied by Gthers
Ventilation SystemButterfly Valve I nput From
Qpen Position Sensing Device

Ventilation SystemButterfly Valve Qutput to
Close Circuit in Equipnent Supplied by O hers
Ventilation SystemButterfly Valve I nput From
Cl ose Position Sensing Device

Ventilation System Bl ast Valve Input from
Qpen Position Sensing Device

Ventilation System Bl ast Valve Qutput to
Close Grcuit

Door Bolt Locking Device, Surface Munted at
Door Header

Active Infrared Transmtter, Wall Mounted
Active Infrared Receiver, Vall Mounted

Met al Detector, Surface Munted

Radi ati on Detector, Surface Munted

Passive Infrared, Curtain, Ceiling Mounted
Passive Infrared Sensor, Curtain Detection,
Wal | Mounted

Passive Infrared Sensor, Masked; Detection to
Left, Wall Munted

Passive Infrared Sensor, Masked; Detection to
Ri ght, wall Mbunted

Passive Infrared Sensor, Vol ume Detection,
Wal | Mounted

Area Lighting Qutput to Energize Circuit in
Equi prent Supplied by O hers

Switch Contact, Recessed, Floor Munted

Swi tch Contact, Recessed, Header Mounted
Uninterrupti bl e Power Supply Status | nput
From Sensi ng Devi ce

Qut put Contact to Energize Door Open Circuit
in Equi prent Supplied by Gthers

Qut put Contact to Energize Door Close Circuit
in Equi prent Supplied by Gthers

Audi o Communi cation Transceiver, Table Top
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Conpl et ed Devi ce Legend

TIW Audi o Comuni cation Transceiver, Wall Mounted
UEW U trasonic Sensor, Detection Angled Left
[1.31 rad] [(0.262 rad] From Surface), Wall Munted
uew U trasonic Sensor, Detection Angled Right
[1.31 rad] ([0.262 rad] Surface), Wall Munted
uvC U trasoni c Sensor, Volune Detection, Ceiling
Mount ed
uvw U trasonic Sensor, Volume Detection, Wall
Mount ed
VAC Vi deo, U tracon Canera, Ceiling Munted
VAP Video U tracon Canera, Pedestal Munted
VAW Vi deo, Utracon Canera, Wall Munted
VBP Video, Isit Canmera, Pole Munted
VDX Vi deo, Display Monitor, Console Munted
VOC Vi deo, Vidicon Canera, Ceiling Munt
WG Pot abl e Water |solation Valve I nput From Open
Posi ti on Sensing Device
ww Pot abl e Water |solation Valve Qutput to Cl ose
Circuit in Equi pnent Supplied by Qhers
XPB Ported Coax, Data Processor, Munted in
Buried Vault Encl osure
XWV Ported Coax, Data Control Interface Unit, Wall
Mount ed
YTT Keypad Unit, Stand-Al one, Desk Munted
ZTT Personal ldentity Verifier, Stand-Al one, Desk
Mount ed

EE R R R R R R R R R R R R R R R R R R R R R R R O O R
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Conmment s and suggestion on this specification are

wel cone and should be directed to the technica
proponent of the specification. A listing of _
techni cal proponents, including their organization
designation and tel ephone nunber, is on the Internet.

Use of electronic comunication is encouraged.

Brackets are used in the text to indicate designer
choices or locations where text nust be supplied by
t he desi gner.
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PART 1 GENERAL

1

1 REFERENCES

The publications listed below forma part of this specification to the
extent referenced. The publications are referred to in the text by the
basi ¢ designation only.

EUROPEAN QUALI TY MARK ( CE)
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NOTE: CE (European Conmunity) is a European
quality marking systemindicating that the

equi pnment or product confornms to EEC (European
Econoni ¢ Community) standards concerning quality
of safety and health and conforns with all the
Italian technical standards in force. Al
products (El ectrical, Mechanical and El ectronic
Equi pnent and sinmilar itens) that are marked CE
conformto the standards and Laws enforced in
Europe. In Italy, the CE marking is a nandatory
requi renent and nust be shown on all applicable
equi pnent and products attesting to the confornity
with the EEC standards.

EE R R R I I I R I R I R I O I R I R R I R I R R R O

CE

European Quality Mark

| TALI AN ELECTROTECHNI CAL COW TTEE ( CEl)

EE R R R I I I R I R I R I O I R I R R I R I R R R O

NOTE: A CEl Normis an Italian technical nornative
for electrical systens recognized by Italian Law,
submitted by a private organi zation "Conitato

El ectrotecnico Italiano" for the Italian
territory, available in the Italian | anguage and
only in some cases in English

EE R R R I I I R I R I R I O I R I R R I R I R R R O

CEl

64-8; V1; V2 (1998;01; 01) Electrical installations of
bui | di ngs
79-2; Ab (1998;01) Intruder, hold up and antiattack

79-3

79-11

al arm systens - Particular requirenments
for apparatus

(1998) Intruder, hold up and antiattack
al arm systens - Particular requirenents
for intruder installations

(1999) Centralization of security
information - Security requirenent

| TALI AN/ EUROPEAN HARMONI ZATI ON STANDARDS (UNI EN) (UNI ENV) (CEl EN)

(UNI EN 1SO) (UNI |SO)

EE R R R I I I R I R I R I O I R I R R I R I R R R O

NOTE: A UNl EN, UNl ENV, CEI EN, UN EN I SO or UN
ISOis a European Standard with a coi nci dent
Italian National Standard or Internationa
Standard. The two standards are identical, with
nost (but not all) EN s available in the English

| anguage and the UNI available only in the Italian
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1

| anguage.
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UNI EN
UNI EN
CEl EN
CEl EN
CEl EN
CEl EN
CEl EN
CEl EN
CEl EN

| SO 1461 (1999) Hot di p gal vani zed coatings on
fabricated iron and steel articles -
Specifications and test nethods

12534 (2001) welding consunmables - Wre
el ectrodes, wires, rods and deposits for
gas shielded netal arc welding of high
strength steels - Classification

50130-4 (1996) Al arm systens - Part 4:
El ectromagnetic conpatibility - Product
fam |y standard: Imunity requirenments for
conmponents of fire, intruder and socia
al arm system

50131-1 (1998) Alarm systens - Intrusion systens -
Part 1. General requirenents

50132-2-1 (1998) Al arm systens - CCTV surveillance
systens for use in security applications -
Part 2-1: Black and white caneras

50132-7 (1997) Al arm systens - CCTV surveillance
systens for use in security applications -
Part 7: Application guidelines

60051-8 (1997) Direct acting indicating anal ogue
el ectrical measuring instrunents and their
accessories - Part 8: Special requirenents
for accessories

60439-1 (1998) Low-vol tage swi tchgear and
control gear assenblies - Part 1:
Type-tested and partially type-tested
assenbl i es

60529; Al (1997; 00) Degrees of protection provided

by encl osures (I P Code)

.2 RELATED REQUI REMENTS

Section 16050, "Basic Electrical Materials and Methods," applies to this
section with the additions and nodifications specified herein

3 DEFI NI TI ONS

a.

Fail-safe: The capability to nonitor system functions and report
an alarmwhen a failure is detected in a critical systemfunction

Installer: Ei ther the Contractor or a subcontractor with whomthe
Contractor has a firmcontractual agreenent.
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c. Intruder: An aninmate object at |least 1220 mmin height, 34 kg in
wei ght and 0.113 cubic nmeter in volunme, noving through the
protected zones or portals at a velocity of 30 to 3000 nm per
second.

d. Sensor zone: A geographic position for which an intrusion nust be
identified and di spl ayed and nmay be the conbination of nultiple
det ecti on devi ces.

e. Element: As used in this section neans a constituent part of a
conpl ex signal such as an ac or dc voltage or current, ac phase,
or frequency duration

1.4 SYSTEM DESCRI PTI ON

Provi de an Audi o/ Video Mnitoring Systemfor the purpose of nonitoring
activity in a Child Devel opnent Center. The systemshall record video and
audio inputs. The systemshall consist of canmeras, mnicrophones, nonitors,
nmul tiplexers, time | apse video recorders, tape recorders, door sensors, key
pads, a bell and associated wiring and accessories. Provide conduit and
other materials not normally furnished by the nanufacturer of the equi prent
|isted above as specified in Section 16402, "Interior Distribution System"

Equi pnent provi ded shall be conpatible and shall work together to provide
a conplete and functioning system The audio recordi ng and video shall be
perfornmed separately.

1.5 SUBM TTALS

EE R R R R R R R R R R R R R R R R R R R R R R R O O R

NOTE: The "G' in asterisk tokens follow ng each
submittal itemindicates Governnent approval and
shoul d be retained as long as a special reviewer is
cited. Add "G' in asterisk tokens follow ng any
added submittals that are determned to require
revi ew by anot her organization and Gover nnent al

approval. Submittal itenms not designated with a "G
will be reviewed and approved by the CQC
organi zation. |If a special reviewer is cited,

retain the second bracketed sentence.

EE R R R R R R R R R R R R R R R R R R R R R R R R I O R

Submit the following in accordance with Section 01330, "Subnitta
Procedures."

SD- 02 Shop Drawi ngs
Syst em conmponents; G
Overall system schematic; G
SD- 03 Product Data

Interior point sensors; G

SECTI ON 13704 Page 9



Keypad; G
Communi cati ons cable; G
Control Conmmunicators; G
CCTV canera; G
CCTV lenses; G
Auxiliary CCTV canera equi pnent; G
Video switchers; G
Video nmonitors; G
Vi deo tape recorder; G
Access key pads; G
Control units; G
Si xteen quadrant nultiplexer; G
Audi o recordi ng equipnent; G
Power supply for canmeras; G
SD- 06 Test Reports
System operational test; G
System final test; G
User's Software Data; G
SD-07 Certificates
System operational test plan; G
Installer's qualifications; G
Instructor's qualifications; G
SD-10 Operation and Mai ntenance Data
CCTV nonitoring system conponents, Data Package 5; G
1.6  QUALI TY CONTROL
1.6.1 Evi dence of Experience and Qualifications

a. Show that the installer who will performthe work has a m ni num of
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2 years experience successfully installing intrusion detection
systens, closed circuit TV systens, and audi o recordi ng equi pnent
of the sane type and design as specified herein. |nclude the
nanes, |ocations, and points of contact of at |east two
installations of the sane type and design as specified herein
where the installer has installed such systenms. |Indicate the type
of each systemand certify that each system has perforned
satisfactorily in the manner intended for a period of not |ess
than 12 nont hs.

b. Show that the instructor, who will train operating and nmai nt enance
personnel, has received a mninumof 24 hours of IDS training from
a techni cal organization such as the National Burglar and Fire
Al arm Associ ation, and 2 years experience in the installation of
systens of the type specified.

.6.2 Installer's Qualifications

Prior to installation, subnit data of the installer's experience and
qgualifications specified in paragraph entitled "Evidence of Experience and
Qualifications.™

.6.3 Instructor's Qualifications

Prior to installation, subnit data of the instructor's experience and
qualifications as specified in paragraph entitled "Evidence of Experience
and Qualifications."

.6.4 Regul at ory Requirenents

Provide only CE listed I DS conponents except for exterior |IDS sensors and
access control. Cosed circuit televisions (CCTV) and audi o recording
equi pnment are not required to be CE |isted.

.6.5 User's Software Data

Submit for approval not later than 30 days prior to fornml operationa
testing or instruction to Governnent personnel on Audi o Recordi ng software.
Audi 0 Recordi ng software shall be docunented in the user's nmanual.

.6.6 System Operational Test Plan

Submit at | east 30 days prior to comencenent of formml operationa
testing. |Include detailed procedures for operational testing of each |IDS
conponent and subsystem and for perfornmance of an integrated systemtest.

.6.7 Syst em Conponent s

Submit drawings that clearly and conpletely indicate the function of each

system conponent. Indicate termnation points of devices, and
i nterconnections required for systemoperation. Indicate interconnection
bet ween nodul es and devices. |In addition, submt a |ayout drawi ng show ng

spaci ng of components, |ocation, nmounting and positioning details.

SECTI ON 13704 Page 11



1.6.8 Overal |l System Schematic

Indicate the relationship of integrated conponents on one di agram and show
power source, systemcontrols, inpedance matches; plus nunber, size,
identification, and maxi mum | engths of interconnecting wires. Draw ngs
shall be not |less than 280 by 432 mm

1.6.9 Qperation and Mai ntenance Data

Submit operation and nmi ntenance data for CCTV nonitoring system conponents
in accordance with Section 01781, "Qperation and Mi ntenance Data" and
Section 16050, "Basic Electrical Mterials and Methods. "

PART 2 PRODUCTS
2.1  SOURCE MANUFACTURERS
2.1.1 Conponent Encl osures

The foll owi ng nanufacturers provide consol es, annunci ator housi ngs, power
supply encl osures, sensor control and term nal cabinets and sinmlar
conponent encl osures that generally conply with these specifications:

APW ELECTRONI CS sr
Corso Lonmbardia, 52
Regi one Pescarito 1009
S. Mauro Tori nese

Tel : 011-2734352

Fax: 011-2735801

WWW. apw encl osur es. com

QUANTE TRUCCO S. p. A
via Gani, 1/3
15045 Sale (AL)

Tel : 0131-844212
Fax: 0131-844265
WWW. t rucco. it

2.1.2 Interior Point Sensors

The foll owi ng nanufacturers provide interior point sensors that generally
conply with these specifications:

HONEYWEL L

Via Canni zzaro, 83/a
00156 Ronmma

Tel : 06-43981.1

Fax: 06-43981. 258
WWW. cerberus. it

GUARDALL Srl

Via S. Quasinodo, 12
20025 Legnano (M)
Tel : 0331-577677
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Fax: 0331-578098
www. guardal | .it

. 1.3 Keypad Access Control

The foll owi ng nanufacturers provide keypad access control devices that
generally conply with these specifications:

SI EMENS CERBERUS

Vi a Benedetto Croce, 68
00142 Ronm

Tel : 06/549381

Fax: 06/5401888

WWw. cerberus.it

ADEMCO Italia S. p. A

Via Della Resistenza N. 53/59

20090 Bucci nasco (M)

Tel : 02-457-1791

Fax: 02-4570-1034

dbweb. agora. stm it/ market/adenco/ hone. ht m

.1.4 Control Communi cators

The foll owi ng nmanufacturers provide control conmuni cator conponents that
generally conply with these specifications:

SI EMENS CERBERUS

Vi a Benedetto Croce, 68
00142 Ronm

Tel : 06/549381

Fax: 06/5401888

WWw. cerberus. it

ADEMCO

Via Della Resistenza, 53/59
20090 Bucci nasco (M)

Tel : 02-4571791

Fax: 02-45701034

.1.5 Audi bl e Al arns

The foll owi ng nanufacturers provide audi bl e al arm conmponents that generally
conply with these specifications:

SI EMENS CERBERUS

Vi a Benedetto Croce, 68
00142 Ronm

Tel : 06/549381

Fax: 06/5401888

WWW. cerberus. it

BENTEL SECURI TY
Via Florida, 3
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63013 Grottanmare (AP)
Tel : 0735-735200
Fax: 0735-634355
www. bent el security. com

.1.6 Communi cation and Transmi ssion Cabl e
The foll owi ng nanufacturers provide conmuni cati ons cabl e and vi deo

transm ssion cabl e conponents and materials that generally conply with
t hese specifications:

Pl RELLI
Via Sarca, 222
20126 M| ano

Tel : 02/ 64421
Fax: 02/64429264
www. pirelli.com

NEXANS Italia

CAPI ATI D. SAS (Representative)
Via L. Pigorini 24

00162 Roma ( CAP)

Tel : 06-4423-5721

Fax: 06-4423-6338

WWW. nexans. com

| TALI ANA CONDUTTORI Srl

vl. Zanotti, 94

27027 Gropello Cairoli (PV)
Tel : 0382-815150

Fax: 0382-814970

www. cavel . it

1.7 CCTV Caner as

The foll owi ng nanufacturers provide CCTV canera equi pnent that generally
conplies with these specifications:

ACl S.r.l. Farfisa Intercons
Via Loretana, 134

60021 Canerano (AN)

Tel : 071-959631

Fax: 071-95150

e-mail: aciservice@cifarfisa.it

PHI LI PS

Via G Casati, 23
20052 Monza (M)

Tel : 039/2036602
Fax: 039/2036511
www. phi li ps. com

PANASONI C | TALIA S. p. A
via G Lucini, 19
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20125 Ml ano

Tel : 02-67881
Fax: 02-66713316
WWW. panasoni c. it

.1.8 Vi deo Switchers

The foll owi ng nanufacturers provide video sw tcher equi pnent that generally
conplies with these specifications:

PHI LI PS

Via G Casati, 23
20052 Monza (M)
Tel : 039/2036602
Fax: 039/2036511
www. phi li ps. com

HONEYWEL L

Via Canni zzaro, 83/a
00156 Ronmm

Tel : 06-43981.1

Fax: 06-43981. 258
WWw. cerberus.it

. 1.9 Vi deo Sync Anplifier

The foll owi ng nanufacturers provide video sync anplifier equipnent that
generally conplies with these specifications:

PHI LI PS

Via G Casati, 23
20052 Monza (M)

Tel : 039/2036602
Fax: 039/2036511
www. phi li ps. com

MELCHI ONI ELETTRONI CA S. p. A
via P. Colletta, 37

20135 Ml ano

Tel : 02-5794241

Fax: 02-5794320

www. nel chioni.it

.1.10 Vi deo Monitors

The foll owi ng nanufacturers provide video nmonitors that generally conmply
wi th these specifications:

PHI LI PS

Via G Casati, 23
20052 Monza (M)
Tel : 039/2036602
Fax: 039/2036511
www. phi li ps. com

SECTI ON 13704 Page 15



HONEYWEL L

Via Canni zzaro, 83/a
00156 Ronmma

Tel : 06-43981.1

Fax: 06-43981. 258
WWW. cerberus. it

.1.11 Vi deo Tape Recorders

The foll owi ng nanufacturers provide video tape recorder equi pnent for CCTV
systens that generally conmply with these specifications:

PHI LI PS

Via G Casati, 23
20052 Monza (M)
Tel : 039/2036602
Fax: 039/2036511
www. phi li ps. com

HONEYWEL L

Via Canni zzaro, 83/a
00156 Ronmm

Tel : 06-43981.1

Fax: 06-43981. 258
WWw. cerberus.it

.1.12 Mul ti pl exers

The foll owi ng nanufacturers provide nultiplexers that generally conply with
t hese specifications:

PHI LI PS

Via G Casati, 23

20052 Monza (M)

Tel : 039/2036602

Fax: 039/2036511

Web Site: www. philips.com

PANASONI C | TALIA S. p. A
via G Lucini, 19
20125 Ml ano

Tel : 02-67881

Fax: 02-66713316

WWW. panasoni c. it

.1.13 Control Units

The foll owi ng nanufacturers provide control units that generally conply
wi th these specifications:

SI EMENS CERBERUS

Vi a Benedetto Croce, 68
00142 Roma
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Tel : 06/549381
Fax: 06/5401888
WWW. cer berus. it

HONEYWEL L

Via Canni zzaro, 83/a
00156 Ronmma

Tel : 06-43981.1

Fax: 06-43981. 258
WWW. cerberus. it

.1.14 Audi o Recordi ng Equi prent

The foll owi ng nanufacturers provide audi o recordi ng equi pnment suitable for
use with CCTV systens that generally conply with these specifications:

SONY BROADCAST & PROFESSI ONAL | TALI A
Via Galileo Galilei, 40

20092 Cinisello Balsam - M| ano

Tel : 02-618381

Fax: 02-6126690

TEAC | TLI ANA S. p. A

Via C. Cantu, 11

20092 Cinisello Balsam - M| ano
Tel : 02-66010500

.1.15 M cr ophones

The foll owi ng nanufacturers provide nicrophone equi pnment suitable for use
with CCTV systens that generally conply with these specifications:

AKG ACOUSTICS Ges.m b. H
Lenbockgasse 21-25
A-1230 Viena, Austria
Tel : 43-1-86654-0

Sennhei ser el ectronic

Am Labor 1

Wennebost el

30900 Wedemar k, Ger many
Tel: +49 (0)5130 600 O
Fax: +49 (0)5130 600 300
www. sennhei ser. com

.2 AUDI O VI DEO MONI TORI NG SUBSYSTEMS

Provide a conplete integrated IDS consisting of the foll owi ng najor
subsyst ens:

a. Intrusion Detection System (IDS)

b. Communi cati ons
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2.

2.

c. Cosed-circuit television (CCTV)

d. Alarmreporting and display

e. Power

f. Audi o Recording

3 | NTEGRATED SYSTEM FUNCTI ONAL REQUI REMENTS
Provi de specific subsystens consisting of the follow ng:

a. |IDS subsystem Sensors to detect intrusion attenpts.

b. Communications subsystem Elenents required to ensure that
pertinent data is transferred frompoint of origin to point where
appropriate actions can be taken

c. CCTV subsystem Electronic devices required to record visua
i mages for child care nonitoring purposes and to provide visua
assessnent of |DS al arns.

d. Alarmreporting and display subsystem Electronic devices to
control, process, integrate, and annunciate IDS data at separate

| ocati ons.

e. Power subsystem Conponents required to ensure continuous
operation of the entire system

f. Audio recording: Electronic devices required to record audio
activity for nonitoring purposes.

3.1 Growmt h Capability
Provi de capability for nodular |IDS expansion with mniml equi prent

nodi fication. Products provided shall not limt growh capability to
products of a single manufacturer

.4 | DS SYSTEM PERFCRVANCE REQUI REMENTS

The installed and operating IDS shall be integrated into the overal
facility to detect intrusion and shall performas an entity, as specified
bel ow.

4.1 Det ecti on Cover age

Provi de and adj ust sensors so that coverage is maxi m zed wi t hout nutual
interference. |IDS coverage shall include critical spaces within the
facility.

. 4.2 Detection Resolution (Sensitivity)

Sensitivity shall be capable of the foll ow ng:
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a. Locating intrusions at individually protected doors as indicat ed;
b. Locating failures or tanpering at individual sensors.

2.4.3 Detecti on Al arm and Reporting Capacity

EE R R R R R R R R R R R R R R R R I R R R R I R

NOTE: Sel ect system capacity paraneters based on
the specific facility design requirenents. System
capacity should be expressed as a binary nunber.

I nclude a 25 percent expansion factor to acconmodate
changes in design caused by reconfiguration of

equi pnent within interior spaces or renovation

EE R R R R R R R R R R R R R R R R R R R I R R R I O R

The I1DS shall have the capacity to collect, comrmunicate, and display up to
12 sensor zone alarns and to enable control of two response devices in each
of the sensor zones. |If the sensor zone is a conbination of nultiple alarm
sources, the systemshall maintain the capability to identify individua
sensors in an alarmstate. A single alarmshall be annunciated w thin one
second average, 2 seconds maxi num after sensor transducer or other
detection device activation

2.4.4 I DS Al arns
Al arns shall include but not be linted to the foll ow ng:
a. Intrusion detection
b. Tanper switches
c. Fail-safe capability
d. Line fault (for hardwire systens only) detection
e. Power |oss detection
2.4.4.1 Intrusi on Detection
I ncl ude door strikes as indicated and specified. Wen door strike sensor
indicates Alarm the IDS will send a signal to the CCTV systemto
exclusively record froma designated canera for a user selectable tine
peri od between 2 and 5 m nutes and al arm shall be annunci ated and be
clearly distinguishable for other types of alarm Al so, the alarm shal
cause bell to sound
2.4.4.2 Tanper Switches
Encl osures, cabinets, housings, boxes, raceways, and fittings w th hinged
doors or renovabl e covers which contain circuits of the intrusion detection
system and associ ated power supplies shall be provided with cover having
corrosion-resistant tanper switches. Arrange tanper switches to initiate

an al arm signal when the door or cover is noved as little as 6 mmfromthe
normal Iy closed position. Mechanically nmount tanmper switches to naxim ze
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defeat tine when enclosure covers are opened or renmoved. M ni mrum anount of
time required to depress or defeat the tanper switch after opening or
renovi ng the cover shall be one second. Enclosure and tanper swtch shal
prevent direct line of sight to internal conponents and prevent switch or
circuit tanmpering. Conceal nounting hardware so switch cannot be observed
fromenclosure exterior. Covers of junction boxes provided to facilitate
initial installation of the system need not be provided with tanper
switches if covers contain no splices or connections. Tanper al arns shal
be annunciated to be clearly distinguishable fromintrusion detection
alarns. Tanper switches on doors which nmust be opened to make nor mal

mai nt enance adj ustnents to the systemand to service power supplies shal
be the push/pull-set, autonatic-reset type. Tanper sw tches are not
required in boxes above drop ceiling. Tanper swi tches shall be:

a. Inaccessible until switch is activated;

b. Under electrical supervision at all tinmes, irrespective of the
protection node in which the circuit is operating;

c. Spring-loaded and held in the closed position by the door, or
cover protected;

d. Wred to break the circuit when the door or cover is disturbed; and

e. Wred so that each sensor and device is annunci ated by zone at the
central reporting processor.

.4.4.3 Fail -Safe Capability

Provide fail-safe capability in critical elenents of the IDS. This shal

i nclude, but not be limted to, capability to nonitor comunication |ink
integrity and to provide self-test. Wen dininished functiona
capabilities are detected, systemshall provide annunciation of the fault.
Fail -safe alarnms shall be annunciated to be clearly distinguishable from
ot her types of al arns.

.4.4.4 Li ne Fault Detection

As a minimum fault isolation at the systens |evel shall have the sane
geographic resolution as provided for intrusion detection. Conmnunication
links of the IDS shall have an active node for line fault detection. System
shall be either a static, or dynamc system |In a static system the

"no-al arm' condition shall always be represented by the sanme signal, which
shall be different than the signal originally transmtted. The dynamc
system shall represent "no-alarm with a signal which continually changes
with tine.

.4.4.5 Power Loss Detection
Provide capability to detect when a critical conponent of the system
experiences tenporary or pernanent |oss of power and to declare an alarm

Al arm shall be annunciated to clearly identify the conponent experiencing
power | oss.
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2.4.5 Sel f - Test

Provi de self-test capability for sensors, display |lights, and other

el ements which are not inherently self-tested by virtue of continuous
operation. Initiation of a test comand shall be by both autonatic and
manual neans. Provide nanual sensor test initiation capability by both the
IDS control unit and at command el ements of the alarmreporting and displ ay
subsystem Sensor test command signal shall initiate an intrusion

simul ati on which shall cause the sensor to test as much of itself,

i ncluding the transducer, as is reasonable and shall result in the
generation of an alarmcondition

2.4.6 El ectrical Power

otain by the normal comrercial or base electrical distribution system
Power shall be continuously nonitored.

2.4.6.1 Primary Power

Furni sh 220 volt ac service, transformed through a two-wi nding isolation
transformer and rectified to | owvoltage dc for system operation. Obtain
primary power at the location indicated. Provide a separate, |ockable,
circuit breaker at the location indicated.

2.4.6.2 Backup Power

Provi de backup power to the prinary power by by dedicated batteries in
renotely | ocated systemel enents such as individual sensors or control
units in each el enment or subsystemas may be appropriate to provide a

m ni mum of 4 hours of power without recharge or replacenent. When radio
frequency (RF) operation is required, batteries shall be an integral part
of dispersed systemelenents. Batteries shall be capable of operation in
any position and shall be protected agai nst venting caustic chemicals or
fumes within an equi prent cabi net.

2.5 AUDI O VI DEO MONI TORI NG SYSTEM PERFORMANCE REQUI REMENTS

Desi gn system conponents to operate as described herein. Perceived

i nconsi stenci es between the foll owi ng conponent performance specifications
and overall system|evel performance descriptions shall be decided in favor
of the fornmer.

2.5.1 Modul arity
Provi de conponents designed for nodul ar i ncrease or decrease of system
capability by adding to systemwi t hout replacing any conponents. Design
system conponents to facilitate nodul ar subassenbly and part replacenent.
2.5.2 Reliability
Provi de only new conponents in current nanufacturing production,
manuf actured to neet requirenents specified herein, and free from

characteristics and defects which affect appearance, or serviceability or
render equi prment unsuitable for the intended purpose. MIBF for conponent
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shal |l not be | ess than 5000 hours.
.5.3 Mai ntai nability

Conponents shall be capabl e of being maintained using comercially
avai | abl e standard tools and equi pnent. Conponents shall be arranged and
assenbled to be readily accessible to nai ntenance personnel w thout
conprom sing defeat resistance of |DS

5.4 Availability

Provi de conponents designed for continuous operation. Provide solid-state
el ectroni ¢ conponents, nounted on printed circuit boards conformng to CE
79-2; Ab and CEI 79-3. Boards shall be plug-in, quick-disconnect type.
Crcuitry shall not be so densely placed as to i nmpede nai ntenance.

Power - di ssi pati ng conponents shall incorporate safety margi ns of not |ess
than 25 percent with respect to dissipation ratings, naximm voltages, and
current-carrying capacity. Light duty relays and simlar sw tching devices
shall be solid-state type or hernetically seal ed el ectronechani cal

El ectrical indicating instrunents incorporated into system conponents shal
conformto applicable provisions of CEl EN 60051-8.

.5.5 Envi ronnmental Conditi ons
.5.5.1 Interior Conditions

Equi pnent installed in environmentally protected interior areas shall neet
performance requirenents specified for the follow ng anbi ent conditions:

a. Tenperature: 0 to 50 degrees C. Conponents installed in unheated
security protected areas shall neet performance requirenments for
tenperatures as |low as mnus 17 degrees C

b. Pressure: Sea level to 4,573 neters above sea |evel
c. Relative humdity: 5 to 95 percent;

d. Fungus: Conponents shall be constructed of nonfungus nutrient
materials or shall be treated to inhibit fungus growth; and

e. Acoustical noise: Conponents shall be suitable for use in high
noi se areas above 100 dB, such as boiler roons, power plants, and
foundries wi thout adversely affecting their perfornance.

.5.5.2 Exterior Conditions

Conponents mounted in | ocations exposed to weat her shall be housed in
corrosion-resi stant enclosures with appropriate environnental protection
M ni mum protection degree [IP55] [___ ] as per CEl EN 60529; Al. Conponent
performance shall not degrade because of inproper housing design
Conponents in enclosures shall neet performance requirenments when exposed
to the follow ng ambi ent conditions:

a. Tenperature: Mnus 32 to 60 degrees C
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b. Pressure: Sea level to 4,573 neters above sea |evel

c. Solar radiation: Six hours of solar radiation at dry bulb
tenperature of 60 degrees C including 4 hours of solar radiation at
0.00112 watts per square nillineter;

d. Sand and dust: Wnd driven for up to [9.6] [ ] km per hour

e. Rain: 50 nmmper hour and 125 mm per hour cyclic with wind plus
one period of 300 mm per hour

f. Humidity: 5 to 95 percent;

g. Fungus: VWarm hum d atnosphere conducive to the growth of
het erotropi ¢ pl ants;

h. Salt fog: Salt atnosphere with 5 percent salinity;

i. Snow. Snow | oading of 234 kg per square neter per hour; blow ng
snow of 22.5 kg per square neter per hour

j. lce accretion: Up to 12.7 mmof radial ice;

k. Wnd: Up to 80 kmih with gusts to 106 knih, except that fence
sensors shall detect intrusions up to 56 kmh; and

I. Acoustical noise: Conponents shall be suitable for use in high
noi se areas above 110 dB, such as flight |ines, runup pads, and
generator sites without adversely affecting their perfornance.

2.5.6 El ectromagnetic Interference (EM)

I DS conponents enpl oyi ng el ectromagnetic radi ation shall be designed and
constructed to provide nmaxi mum practical invulnerability to electronic
count er neasur es.

2.5.7 El ectromagneti c Radi ati on (EMR)

EE R R R R R R R R R R R R R R R R R R R R R R O R

NOTE: National Post Tel ephone and Tel egraph is
normal Iy the approving authority for EMR conponents.

EE R R R R R R R R R E R R R R R R R R R R E R R R R R R O R

Provide only IDS conponents which are CE |isted and approved. Provide
system conponents whi ch are el ectronagnetically conpatible, as per CEl EN
50130- 4.

2.5.8 I nterchangeability
Li ke conponents shall be physically and functionally interchangeabl e as

conplete itens, without nodification of either the original itens or of
ot her conponents with which the itens are used
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5.9 Saf ety

I DS conponents shall conformto application rules and requirenents of CE
64-8; V1; V2 and CEI EN 50131-1

5.10 Test Points

Test points, controls, and other adjustments inside enclosures shall be
readily visible and accessible with m ni nrum di sassenbly of equi pment. Test
poi nts and ot her mai ntenance controls shall not be readily accessible to
oper at or personnel

5.11 Conponent Encl osures

Consol es, annunci ator housi ngs, power supply encl osures, sensor control and
term nal cabinets, control units, wiring gutters, and other conponent

housi ngs, collectively referred to as encl osures, shall be forned and
assenbl ed to be sturdy and rigid.

5.11.1 Met al Thi ckness

Thi cknesses of netal in cast and sheet netal enclosures of all types shal
be as recommended by Manufacturer for alarm conponents. Sheet steel used
in fabrication of enclosures shall be not less than 1.5 mm except consoles
may be 1.2 mm

5.11.2 Doors and Covers

Doors and covers shall be flanged. Were doors are nounted on hinges with
exposed pins, the hinges shall be of the tight pin type, or the ends of

hi nge pins shall be tack welded to prevent ready renoval. Provide doors
having a latch edge length of less than 600 nmwith a single |lock. Were
| atch edge of a hinged door is 600 mmor nore in |ength, provide the door
with a three-point |atching device with |l ock; or alternatively with two

| ocks, one | ocated near each end. Covers of junction boxes provided to
facilitate initial installation of the systemshall be held in place by
tack wel ding, brazing, or one-way Sscrews.

.5.11.3 Ventilation

Ventil ation openings in enclosures and cabinets shall conformto
requi renents of CElI EN 60439- 1.

.5.11. 4 Mount i ng

Unl ess ot herwi se indicated, sheet netal enclosures shall be designed for
wal | nmounting with top hole slotted. Mounting holes shall be in positions
whi ch renmai n accessi bl e when naj or operating conponents are in place and
door is open, but shall be inaccessible when door is closed. Provide
enclosure with [IP40] [____ ] mninumin accordance with CEl EN 60529; Al.

.5.11.5 Label s

Label s shall be affixed to such boxes indicating they contain no
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connections. These l|abels shall not indicate that the box is part of the
i ntrusion detection system

.5.11.6 Encl osure Locks

Locks and key-1 ock-operated switches required to be installed on conponent
encl osures shall be CE listed, round-key type with three dual, one
nmushroom and three plain pin tunblers, or shall have a pick resistance
equal to a lock having a conbination of five cylinder pin and five-point
three-position side bar in the sanme | ock. Keys shall be stanped "U.S.
GOVT. DO NOT DUP." Key-lock-operated switches shall be keyed differently
and shall be two-position, with the key retractable fromeither position
Furni sh two keys for each switch. Maintenance | ocks shall be of the
one-way key-pull type arranged so that the key can be wi thdrawn only when
the lock is in the |ocked position. Locks on conponents for naintenance
access shall be keyed alike; only two keys shall be furnished for such

| ocks. Deliver keys, tagged with nmetal tags, acconpanied by a
manufacturer's certificate which records the nunber of each key made.

.5.12 Det ecti on Sensors

Sensors shall detect opening of outside doors of the facility by

unaut hori zed personnel or intruders with a probability of detection (pd) of
0.9 with a 95 percent confidence |evel and, as applicable, shall conformto
CEl 79-2; Ab and CEl 79-3. Unless otherw se specified, required sensor
power is plus 12 volts dc.

2.5.12. 1 Interior Point Sensors

a. Door strike

(1) Bal anced magnetic switches (BMS): Switches shall be recessed
and shall have a m ninum of two encapsul ated reed swi tches.

Swi tches shall activate when a disturbance in the bal anced
magnetic field occurs. Provide each BM5 with an overcurrent
protective device, rated to limt current to 80 percent of the
switch capacity. BMs shall be rated for a mninumlifetime of one
mllion operations. House the BMS conponents in nonferrous

encl osure materi al s.

EE R R R R R R R R R R R R R R R R R R R R R R R R I O R

NOTE: Regarding the text below, show a junction box
above each door so that slack in conductors serving
swi tches cannot be accessed when switch nounting
screws are renoved. |f building construction does
not permt junction box |ocation above doors,
specify switches to be epoxy glued in place after
prelimnary testing.

EE R R R R R R R R R E R R R R R R REEEERE R EEEE R R R R R R R R

(2) Recessed BMS: The recessed BMs shall consist of two
preadjusted reed switches and two preadjusted magnets. Field
adjustnents in the fixed space between nagnet and switch housing
shal |l not be possible. Attenpts to adjust or disturb the magnetic
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field shall cause a tanper alarm
2.5.13 Basi ¢ Aut omat ed Access Contr ol

Provi de basi c autonated access control subsystem based upon a nodul ar
di stributed m croprocessor architecture conplete with access control keypad.

2.5.13.1 Keypad Access Control Devices

EE R R R R R R R R R R R R R R R R R R R R R R R R O R

NOTE: Specify only one type of access control card.
Be sure card type and card readers are conpati bl e
with each other.

EE R R R R R R R R R R R R R R R R R R R I R R R I O R

Devi ces shall be tanper al arned, tanmper and vandal resistant, and solid
state, containing no electronics which could conprom se the access control
subsystem shoul d the subsystem be attacked. Devices shall be surface,

sem flush, pedestal, or weatherproof nmountable as specified for each

i ndi vidual |ocation. Each device shall contain a visual display, nounted
on the face, to indicate access or exit request processing, request
approval, and request denial. Keypads shall contain an integral 12-digit
tactile keyboard with digits arranged in nunerical order. Keypad shall be
a st and-al one devi ce.

2.5.14 Control Communi cators

Control comunicator shall be CE listed and shall conformto CEl 79-2; Ab,
CEl 79-3, and CEl 79-11 as applicable. Comunicator shall provide for
connection and control of IDS sensors and shall report status to nultiple
function keypads. Provide control comrunicator in a |ocked encl osure that
is tanper protected so that openings cannot be created to defeat the system

2.5.15 Functi ons

Each control communi cator shall provide power and data interfaces to and
control of a group of up to 8 sensor zones and shall performthe follow ng
functions:

a. Continuously nonitor status (secure or alarm of sensor zone
status outputs connected to each control comruni cator zone i nput
by nonitoring the current through the end-of-1line resistor

b. Continuously supervise lines connecting each sensor zone status
output to each control conmuni cator zone input.

c. Retain activated sensor zones in nenory. Display activated sensor
zones. Require a command to be entered on keypad to clear nenory.

2.5.16 Feat ur es
a. Miltiple function keypad, suitable for renote nounting fromthe

control conmuni cator and having light enmtting diode (LED) or
liquid crystal display (LCD) readout of alarmand trouble
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conditions by zone. Al phanuneric English | anguage display, with
keypad programmability, and EE- PROM nenory are preferred. Al arm
i ndi cations shall be visual and audible.

b. Trouble indications distinguishable fromintrusion al arns.

c. Mninmum of four zones selectable as entry and exit or interior
follower (tinme delayed interior zone when entry is gained through
normal entry and exit point).

d. Conplete systemtest activated as the keypad.

e. Adjustable entry and exit delay tines.

f. Integral battery charger

g. Rechargeabl e 6 anpere-hour mninum seal ed | ead-acid battery.

h. Mnimmof three relay outputs, fused.

i. Siren/bell output, fused and supervi sed.

j. Capability for a mninumof two nultiple function keypads.

k. Capability for a mninumof seven assignabl e pass coded
progranmmabl e from suppressed naster code

| . Designated Access key pads shall by-pass zone alarmfor 5 seconds
to all ow access. Key pads shall have four digit access code.
Access key pads shall be tanper al arned.

2.5.17 Audi o Al arm

EE R R R R R R R R R R R R R R R R R R R R R R R O R

NOTE: Alarm shall be distinct fromall other
bui | di ng al arns.

EE R R R R R R R R R R R R R R R R R R R R R R R R O R

Provide CE listed [buzzer] [siren] [horn] type audible alarmrated for 6 to
12 volts DC and having a sound output of [84 dB] [103 dB] mininum Al arm
shall conformto CEl 79-2;Ab. Provide alarmin steel enclosed,

weat her -resi stant box having tanper switches on front cover and on back of
box.

2.5.18 Communi cati ons Cabl e
Provi de as required by manufacturer.

2.5.19 Closed-Circuit Tel evision (CCTV) System

EE R R R R R R R R R R R R R R R R R R R R R R R R R O R

NOTE: Scene illum nation shall be even across the
field of view of the canera, with a maxinumlight to
dark ratio of 8 to 1. Mnimumillum nation |eve
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shall be 11 | ux.

EE R R R R R R R R R R R R R R R R R R R R R O R

EE R R R R R R R R R R R R R E R R R R R R R R R R R R I R

NOTE: For visual assessnent of IDS alarns, specify
the opti mum nunber of nonitors for the nunber of
caneras required. It is difficult to view and
respond to too nmany nonitors. Typically, for six
caneras or |ess, use one nonitor per canera. For a
| arger nunber of caneras, consider sequenti al

swi tchers, four quadrant nultiplexers, or a

conbi nati on of both.

EE R R R R R R R R R R R R R R R R R R R I R R R I O R

Provi de CCTV conponents to provide visual assessment of activities.
Subsystem shal | continuously view renpte areas with video caneras and

di splay the areas automatically upon IDS alarm or upon operator selection
Provide the nunber of alarmnonitors indicated. Video sw tcher shall be
capabl e of automatic and nmanual operation. Alarmnonitors shall display
alarm areas only when an alarmcondition exists. |n systenms where nonitors
may display nore than one canera scene, provide on-screen canera
identification. Subsystemshall be conposed of conponents which are
integrated to provide a quality video system The scene from each canera
shal | appear clear, crisp, and stable on the respective nonitor during both
daytime and nighttime operation. Horizontal resolution shall reflect

qual ity video conmponents, and systemshall have a mninumof 5 MHz
bandwi dt h. Conponent equi pnent shall mnimze both preventive and
corrective mai ntenance. Conponents shall be conpatible with other
conponents and with systemas a whole and shall, to the greatest extent
possi bl e, be supplied by the sane manufacturer.

2.5.19.1 Caner as

a. Except as specified herein, CCTV canera shall conply with CEl EN
50132-7 and CElI EN 50132-2-1 for standard nonochrone canera and
shal | :

(1) Consist of support structure, base plate, lens plate, and
printed circuit boards with el ectronic conponents;

(2) Be identified with the manufacturer's part nunber, nodel
nunber, lens installed, and a serial nunber;

(3) Operate over a voltage range of 100 to 240 volts ac or | ow
vol tage ac at 50 Hz;

(4) Have electronic circuits which use solid-state devices. Wen
obj ect distance resolution is acceptable, a solid-state inmaging
devi ce may be used;

(5) Be constructed to provide rigid support for electrical and
optical systens so that unintentional changes in alignnent or

m crophonic effects will not occur during operation, novenent, or
| ens adj ust nents;
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(6) Have standard "C' |ens nount;

(7) Be designed to protect personnel from exposure to high
vol tage during operation and adjustnent; and

(8) Meet requirenents specified herein with either side of the
power source |ine grounded. M ninum essential requirenents shal
i nclude the follow ng:

(a) Sensitivity: Produce a 100 Institute of Radi o Engi neers
(IRE) unit output with a mninmumfaceplate illumnation of 0.5 | ux.

(b) Signal-to-noise ratio: Show a signal-to-noise ratio of
not less than [40] [___ ] decibels (dB) when present at the
specified sensitivity and neasured at 1.0 gamma.

(c) Resolution: Provide a horizontal resolution of at |east
[460] [__] lines in Zone 1 with automatic gain and bandw dth at
the specified sensitivity.

(d) Gay scale: Produce at least [10] [___ ] shades of gray at
the m ni num specified sensitivity and at 1.0 gamm, using El A
standard gray scal e chart.

(e) Bandwidth: Be a mininmumof [10] [__ ] WMz [+0, -0.5]
[ ] dB

(f) Gammma: Provide ganma sel ections of not |less than [1.0]
[ ] and [0.7] [___1].

(g) Be solid state. GCeonetric distortion: Canera shall be
accurate to within a maxi num 1.5 percent geonetric distortion and
to within 2 percent.

(4) Be solid state.

Canera signals: CCTV canera vertical sync signal shall be
phase-1ocked to the ac power |line frequency and shall remain line
| ocked at 50 Hz, plus or minus 0.3 Hz. Synchronization at the

vi deo output shall conformto the timng specified by CEI EN
50132-7. Canera shall operate on internally generated sync
autonmatically upon | oss of external sync.

Canera resol ution

(1) Exterior: Horizontal resolution shall be [650] [__ ] TV

lines in the center, greater than [500] [___ ] TV lines in three
corners, and greater than [400] [___ ] TV lines in the fourth
corner. \Vertical resolution shall be [350] [ ] TV Iines in the

center. Resolution shall be nmintained over the specified input
vol tage and frequency range, and shall not vary nore than [ 100]
[ ] TV Iines fromm ni num specification over the specified
operating tenperature range. Conposite video output |evel shal
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be automatically maintained to within plus or mnus 0.1 volt
over scene changes of [2.69] [__ ] lux to [107,600] [___ ] lux
with lenses of f/1.4 and greater.

(2) Interior: Horizontal resolution shall be at |east [400]
[ ] TVIines. Vertical resolution shall be at |east [350]
[ ] TVIines. Resolution shall be maintained over the
speci fied input

vol tage and frequency range.

Canera sensitivity and dynam ¢ range

(1) Faceplate illumnation shall be referenced to col or
tenperature of 2854 K

(2) Nominal 0.53 lux highlight illum nation on the faceplate
shal | produce 100 IRE units of picture video output. The rns
noise at the output with 0.5 lux shall be equal to or |ess than
0.011 volt with a signal-to-noise ratio of 36 dB or greater

(3) Nominal 0.053 lux highlight illumnation on the faceplate
shal | produce 100 IRE units of picture video output froma 10:1
(20 dB) video gain increase fromautonmatic gain control (AGC
action. The rns flat noise with 0.0538 |ux shall be equal to or
less than 0.011 rns volt with signal-to-noise ratio of 16 dB or
greater and resol ution shall be greater than 200 |lines at center
of picture.

(4) Automatic line control (ALC) and AGC shall nmmintain
hi ghli ght video output at 100 plus or minus 10 I RE units when
focused on a fixed average picture level (APL) test chart of 20
percent white, 80 percent black, and highlight ranges between
107,600 lux and a mininmumthat gives 0.05 |ux on the facepl ate.

(5) ALC and ACC shall naintain highlight video output at 100
plus or mnus 10 IRE units with APL between 0.2 and 0.8 in a
constant highlight level greater than 0.05 |ux on the facepl ate.

(6) ALC response of fixed focus |enses shall stabilize the
video level within 5 seconds after a change in |ight between
maxi mum and i ni mum

(7) Video black level shall be nmintained at a setup | evel of
7.5 plus or mnus units, with black area equal to 10 percent or
greater in the scene.

(8) Blanking level shall be a fixed reference at or near zero
vol ts.

(9) Wiite peaks: Bright going video white output peaks shal
reach a level of at least 120 IRE units before clipping.

(10) Black peaks: Dark going video output peaks shall be
clipped to prevent them from goi ng bel ow bl anking | evel by |ess
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2.5.19.2

than 5 | RE units.

CCTV lenses: Provide lenses with autonated |ight |level netering
device and an auto-iris. Provide each lens with a netal density
spot filter. Light adjustnent by the automatic netering device
shall be a weighted average rather than a sinple average or a peak
response. Provide lenses for both [25] [___ ] mmand [16.9] [__ ]
nmm format caneras. Provide | enses which are nountable with
standard "C' nounts. Provide lens for hallway canmeras with [7. 6]
[ ] degree horizontal and [5.7] [____] degree vertical inmage
unl ess otherwi se indicated. Standard |enses for the rest of the
canmeras shall have [97.9] [___ ] degree horizontal and [73.9]
[ ] degree vertical inmage. |Inmage angle may vary by plus or

m nus 5 percent.

Auxiliary CCTV canera equi pnent: Equi prent shall consist of
canmera nounts and housings with environnental protection as
applicable for each canera. Canera nounts shall be heavy duty

i ndustrial type, shall provide stable support for the canera, and
shal |l be the configuration specified for each individual canera

| ocation. Housing shall protect the canera to ensure continuous
24-hour per day operation under specified environmenta
conditions. Housing shall be constructed of a durable naterial
Access to housing shall allow for canera and auto-iris renoval and
repl acenent within plus or mnus 0.0087 rad, both vertical and
hori zontal centerline alignnent. Seal ed housings shall be
pressurized with dry nitrogen, or contain two units of desiccant
in the canera body area. Install a 10, 20, and 30 percent

humi dity level indicator strip in a position that allows

i nspection through the enclosure faceplate. Were used,
thernostatically controlled heaters shall be |ocated near the
auto-iris and faceplate and near the midsection of the canera
body. Where ventilation blower is used in housing to prevent high
tenperature, it shall be thernostatically controlled. H nged

| ouvers shall close over blower exhaust when blower is off. For
exterior caneras, video, sync, tanper, and power cables shal

enter canera housing via weatherproof fittings. Entry into
housi ng shall not interfere with housing heaters or bl ower
operation. Provide termnal strips for power inside environnenta
housings to distribute 220 volts ac for the canera, heater, and
bl ower, as applicable.

Vi deo Si gna

Requi renents apply to the video signal present at the video nonitor input.
Standard systemvideo | evel shall be one volt peak-to-peak (Vp-p) conposite
vi deo and sync. Standard system i npedance shall be 75 ohnms over the
frequency range 0 to 5 MHz. Systemtim ng and synchroni zi ng wavef or m shal
be according to CEl EN 50132-7 and CEl EN 50132-2-1. Peak-to-peak
anplitude of the conposite TV waveform shall be one volt and shall be
referred to as standard systemvideo | evel. Waveformshall be neasured in
I RE units on the I RE scale graticule where 140 IRE units represent one

vol t.

Synchroni zi ng pul se anplitude of a conposite video signal of standard

system vi deo | evel shall be nmeasured from bl anking | evel to negative peak
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of the sync pul se and shall be 40 IRE units, 0.3 volt nomnal. Video
anplitude of a conposite video signal of standard system video |evel shal
be nmeasured from bl anking | evel to reference white |evel and shall be 100

I RE units, 0.7 volt nomnal. Picture setup of a conposite video signal of
standard systemvideo | evel shall be 7.5 IRE units, 7.5 percent of the

vi deo anplitude. Pulse overshoot shall be | ess than 2 percent of the pulse
anplitude. Video signal voltage frequency response shall be neasured from
canera output to video nmonitor input. It shall be plus or minus 2 dB from
60 Hz to 5 MHz and not nore than 3 dB down at 6 MHz. The | ow frequency

di stortion shall be neasured for every canera output over every nornal
program path to the input of the associated nonitor. Distortion shall be
|l ess than 2 percent at line and field rates. Peak-to-peak signal-to-rns
noi se ratio shall be neasured for every canmera output via the nornal
program path at input of the associated nonitor. Ternminate circuits,
except the one under test, at inputs and outputs. Hum and noise shall be
60 dB below 1.0 Vp-p.

2.5.19.3 Vi deo Switchers
Swi tching shall interface 64 multiple video signals and canmeras, with up to
16 nonitors. Switching shall be timed to occur during the video signa
bl anki ng period with vertical interval switching. A sequential monitoring
capability shall pernit alarmreporting and di splay subsystem operation to
vi ew zones in nunerical order at an operator adjustable scan rate
I ndi vi dual caneras shall be capable of being called up to display zones on
the video nonitors. Manual controls for canera switching shall be on front
panel of switcher. Switcher shall be configured for desk top console
operation. Performance requirenments shall be as foll ows:

a. Bandwidth: 30 Hz to 10 MHiz with less than plus or nminus 0.5 dB
deviation froma flat response

b. Tilt: Less than one percent;

c. Differential phase: Less than [0.0174] [___ ] rad at 10 to 90
percent automatic phase |evel (APL);

d. Differential gain: Less than one percent at 10 to 90 percent APL;
e. Crosstalk: [72] [___ ] dBat [3.58] [___ ] Mz

f. Gin: Unity, adjustable plus or minus [3] [___] dB

g. Level: 1.0 Vp-p

h. Signal-to-noise ratio: [60] [___] dB below 1.0 Vp-p for the
frequency band from50 Hz to 5 MHz;

i. Video connectors: UHF or BNC, and

j. Provide with one keyboard controller capable of controlling views
from64 caneras froma renote |ocation.

2.5.19.4 Vi deo Transm ssi on
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Transm ssion shall be by 75-ohm coaxial cable or fiber optics dedicated to
the associated circuit. Interior cable shall be installed in conduit

unl ess indicated otherwi se. Cable shall be designed for the installation
nmet hod i ntended. Al um num center core cables shall not be used.

2.5.19.5 Video Mnitors
a. Except as specified herein, design video nonitors as follows:

(1) Video nonitors shall be designed for continuous operation and
shal | incorporate printed circuit nodul ar construction

(2) Monitor design shall provide for easy replacenent of printed
circuit nodul es

(3) Electronic circuits shall use solid-state devices with the
exception of the cathode ray tube (CRT).

(4) Each nonitor shall be constructed to provide rigid support
for electrical systens so that unintentional changes in alignnent
or mcrophonic effects will not occur during operation or novenent.

(5) Circuit design shall incorporate safety margins of not |ess
than 25 percent where possible, with respect to power dissipation
rati ngs, voltage ratings, and current carrying capacity.

(6) Provide nonitors with a rectangular picture tube that
nom nal |y neasures [9][12][17][20] inches m ninum diagonally.

(7) Provide adequate safeguards to protect personnel from
exposure to high voltage during operation or adjustnent.

(8) Front panel controls shall include a nonitor power switch
hori zontal hold, vertical hold, height, contrast, brightness, and
focus.

(9) Monitors shall have the follow ng nininmumessentia
requirenents:

(a) Resolution: Horizontal resolution of not |ess than 650
TV |lines.

(b) Geonetry: No point in the active raster shall deviate
fromits correct position by nore than 2 percent of raster height.

(c) Gay scale: Reproduce not |less than 10 discernible
shades of gray.

b. Munting and identification

(1) Mount the nonitor CRT and ot her devices subject to burnout or
short operating life to facilitate easy repl acenent.
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2.5.19.6

(2) Label the printed circuit board's function and provide
conponent nunbers or narKki ngs.

(3) To mamintain a standard quality and reliability, conponents
shal | be conservatively rated

(4) Mount nonitors in a frane for nmounting in a desk top console.
Vi deo and signal input

(1) Monitors shall operate with video input requiring a one Vp-p
nom nal conposite video signal switchable to either |oop-through
or internal 75-ohmtermnating inpedance

(2) Signal input shall be UHF or BNC connectors.

Auxi | i ary Equi prent

Equi pnent shall consist of the itens specified bel ow.

a.

Video date/tinme generator: Generator shall insert the year,

nont h, day, hour, mnute, and second infornmation on the video
signal applied to the input. Display shall be capable of
character heights adjustable from5 to 15 percent of picture

hei ght. Date/tine generator shall automatically display proper
nunber of days in each nonth and automatically conpensate for |eap
years. Provide | ooping inputs to prevent picture | oss when the
generator is turned off or fails. Operator adjustnents shal

i nclude size, horizontal and vertical position, brightness, and
sel ection of horizontal or stacked format. Position controls
shal |l permt date/time display information to be | ocated any pl ace
within the video picture. The horizontal or stacked sel ection
shall allow the tinme nunerals to be placed beside the date
nunerals or tinme above the date. Perfornmance requirenents shal

be as foll ows:

(1) Character format: Seven-bar matrix, white with bl ack
outline. Zoomsize control, 2:1 aspect ratio, height 5 to 15
percent of picture height;

(2) Timng accuracy: Power line accuracy. No cunulative error
(3) Standby: Preserve tinmng up to 10 m nutes;

(4) Video input: Looping. Passive circuit to provide flat
response to 10 MHz with no deterioration of color or nonochrone
signals. Random or positive interlace. Conposite video;

(5) Video connectors: BNC or UHF; and

(6) Mouunting: Generator shall be an integral part of Miltiplexer
Vi deo sync generator: GCenerator shall operate at a frequency of

31.5 kHz with integrated circuitry for counting and tinng
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functions. Generator shall have its own internal crysta
oscillator for accurate synchronization signals if ac power fails.
Under nornal conditions, the output shall be phase-locked to the
50 Hz power frequency. Perfornance requirenents shall be as
fol | ows:

(1) Pulse waveform [525] [___ ] line, 50 Hz;

(2) Pulse anplitude: [4] [___ 1 Vp-p plus or mnus 0.5 volt into
a 75-ohm | oad pul se

(3) Pulse outputs: Sync, blanking, and horizontal and vertica
drive;

(4) Pulse jitter: Less than one nanosecond;

(5) Pulse rise and fall time: [120] [___ ] plus or mnus [20]
[ ] nanoseconds;

(6) Mounting: Enclosed cabinet for desk top consol e.

Video sync distribution anplifier: Anplifier shall ensure proper
phase and anplitude of conposite video signals where signals input
to switcher. Performance requirenents shall be as follows:

(1) Inputs: High inpedance | oops through [50,000] [___ ] ohm

m ni mum unbal anced one to 5 volts p-p conposite return | oss (on or
off) of [40] [___ ] dBmninumto [5] [___ ] Mz

(2) Qutputs: 75 ohns. Level adjustable 0.5 to 2 Vp-p dc
couplings (base level at zero volts pulse negative). Isolation
between outputs of [40] [__ ] dBmninumto [5] [___ ] Mz

(3) Risetinme: [100] [___ ] plus or minus [20] [___ ]
nanoseconds;

(4) Ringing: One percent maxi nmum
(5) Tilt, H&V: One percent naxinum
(6) Hum and noise: Geater than [60] [___ ] dB bel ow one Vp-p

(7) Delay: Adjustable [0.5] [___ ] to [5.0] [____ ] mcroseconds;

(8) Delay stability: [100] [___ ] nanoseconds maxi num
(9) Adjustnents and indicators level: adjustable 3 Vp-p; delay:
adjustable [0.5] [ ] to [5.0] [___ ] mcroseconds; and output:

pul se presence indicator; and

Canera identifiers: Video signal fromeach canera shall be
identified by a two-digit (mninum) nunber. Device shall be a
stand-al one identifier or internal to another piece of equipnent
(canera, switcher, etc.) and shall neet the foll owi ng requirenents:
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(1) Character format: 5 by 7 matrix, white;
(2) Nunber of digits: Two minimum 00 to 99;
(3) Horizontal position: Screwdriver adjust;
(4) Vertical position: Screwdriver adjust;

(5) Character retention: Either hard wired or battery backup for
15 minutes m ni mum

(6) Connectors: UHF or BNC, and

(7) Inputs: Looping: ldentifier shall not interfere with video
signal quality when in line with power on or off.

Vi deo tape recorder: Recorder shall be of the helical scan fornmat
and shall accept standard 12.7 nmm VHS vi deo cassettes. Tine for a
stable picture |l ock fromthe standby node shall be 2 seconds or

| ess. Recorder shall provide continuous recording tinmes of 2
hours per cassette. Tine |lapse recording up to 24 hours

sel ectabl e shall be possible. Tape notion controls shall be
pushbuttons. Provide for renpte starting and stopping of video
recorder. Recorder shall be capable of stop notion and sl ow
notion. Provide a tracking control to ensure precise tracking of
pl ayback. Provide 10 standard 12.7 nm VHS vi deo cassettes. NMbunt
recorder in a desk top consol e.

(1) Video performance requirenents shall be as foll ows:
(a) Bandwidth: [30 Hz to 3.5 MHz] | ] Hz to | ] MHz
plus or mnus one dB, down no nore than [4] [___ ] dB at [5]

[ ] Mz,

(b) Signal-to-noise ratio: [46] | ] dB peak-to-peak
conposite signal to rns noise with high energy tape

(c) Differential gain: 10 IRE units nmaxi mum deviation (10 to
90 percent APL);

(d) Input level: [0.5] [ ] to[2.0] [ ] Vp-p, 1.0 Vp-p
nomi nal

(e) OQutput level: One Vp-p conposite video into 75 ohns;

(f) Horizontal tilt: Less than plus or m nus one percent;
(g) Vertical tilt: Less than plus or minus 5 percent.

(h) Resolution: 350 TV lines.

(i) For 16 caneras in 24 hour recording node, there shall be

a maxi num 5.8 second del ay rated between updates for an individua

SECTI ON 13704 Page 36



canmera. For less than 16 caneras, the delay rate shall be |ess
than 5.8 seconds.

(2) Audio performance requirenents shall be as foll ows:

(a) Nunber of channels: One m ninum

(b) Bandwi dth: Audio one [75] [ ] Hz to [10] [ ] kHz
plus or mnus [4] [___ ] dB, audio tw [250] [___ ] Hz to [7.5]
[ 1 plus or minus [4] [___] dB

(c) Signal-to-noise ratio: [40] [ ] dB relative to [3]
[ ] percent total harnonic distortion (THD) |evel at one kHz;

(d) Flutter: Less than [0.25] | ] percent rns [0.5]
[ ] to[250] [___] Hz;

(e) Input: Mcrophone: [0.4] [ ] mV mninum [200] | ]
ohns. Line: minus 20 to 16 dBm [600] [___ ] ohns unbal anced or
bal anced;

(f) OQutput: Balanced or unbal anced into 600 ohms.

Si xteen quadrant nultiplexer: Unit shall digitally capture ful

vi deo from si xteen unsynchroni zed sources and record t hem

simul taneously onto a standard 12.7 mm VHS tape. The nulti pl exer
shal | be capabl e of displaying up to sixteen views on a single
screen. In playback node, each of the previously recorded canera
i nputs can be viewed full screen individually or sinultaneously in
mul ti-screen nodes.

(1) Video performance requirenents shall be as foll ows:

(a) Input level: ©One Vp-p nominal into 75 ohns froma [525]
[ 1 line, [60] [___] fields per second source;

(b) OQutput level: One Vp-p nomnal into 75 ohns;
(c) Aarminputs: [16] [ ], rear panel nounted;
(d) Alarmoutputs: Relay contacts, rear panel nounted;

(e) Video inputs: [16] [ ], | ooping;

(f) Switching: [16] | ] position, front panel nounted
(g) Menory: [720 by 484] | by ] pixels, mninm
digital

(h) Gray scale: 64-1level;
(i) Wile recording, the multiplexer shall be capabl e of

di splaying a single canera and any nulti-screen view w thout
interrupting the normal recordi ng sequence; and
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(j) Shall be able to provide signals at a rate conpatible
with recording rate in stated in paragraph entitled "Video Tape
Recorder" to provide perfornmance as stated therein.

2.5.20 Power Supply
2.5.20.1 Power Supply for Equi prent

Provide all CCTV and Sound Recordi ng equi pment with standard 10/16 AWMP pl ug
and cord.

2.5.20.2 Power supply for Caneras

Provide CE |isted power supply units to provide power to cameras. These
units shall provide surge protection. Provide enough units to provide
power to 64 caneras.

2.5.21 Al arm Reporting and D spl ay

Di splay shall integrate signals fromand provide control to IDS sensors.
Maj or conponents shall be as foll ows:

2.5.21.1 Control Units

Unit shall provide for connection and control of the IDS sensors Control
unit enclosure shall be tanper protected so that openi ngs cannot be created
to defeat the system

a. Each control unit shall provide the power and data interfaces to
and control of a group of up to eight sensor zones and shal
performthe follow ng functions:

(1) Continuously nonitor status (secure or alarm of sensor zone
status outputs connected to each control unit zone input by
nmoni toring current through the end-of-line resistor

(2) Continuously supervise |ines connecting each sensor zone
status output to each control unit zone input.

(3) Respond imMmediately to alarmreporting and display unit
i nterrogation.

(4) Generate imediately up to two control output signals when
commanded by the alarmreporting and display unit.

(5) Report sensor zone status to the |ocal annunciator unit.

b. Provide mcroprocessor based control units of nodular assenbly to
facilitate expansi on to nmaxi nrum sensor zone nonitoring and contro
capability, as well as mmintenance. Control units shall have
el ectronic diagnostic aids to facilitate troubl eshooting and
mai nt enance. Control units shall be capable of interfacing with
other control units to nodularly increase the nunber of sensor
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2.5.22

2.5.22.1

zones controlled froma single point. Provide control units in

| ocked netal enclosures to provide protection for the environnent
in which installed. Control unit shall be capable of functioning
i ndependently of the central alarmreporting and di splay unit.

Audi o Recordi ng Equi prent

Central Control and Recordi ng Center

Provide a desk top digital recording system consisting of 486 CPU based
systemcontroller. The systemshall have the follow ng capabilities and
conponent s:

a.

b

Up to 16 hours of "lInstant Recall".

A mninum of 40 Record/Play back channels. System shall use 34
channel s and the other six shall be spare.

Col or CRT and 101 key conputer keyboard.

Two Internal 8nm Tape drives with up to 1456 channel / hours of
recordi ng capacity. Tapes used shall be 8mmindustry standard
digital cartridge tape. Rewind tine shall be |ess than 2 m nutes.
Sel ectable 4-to-1, 2-to-1, and 1-to-1 conpression capability.

Frequency Responses: [300-3] [__ ], [400] [___ ] Hz.

Sample Rate: [8] [___ ] kHz, 8 bit, in LAW 64 kbits/sec, PCM
conpati ble, 32 kbits/sec, and 16 kbits/sec ADPCM

System shall record input fromall m crophones sinultaneously.
For 40 microphones, recording capacity shall be 36 hours m ni num

I nstant playback search tine in record node. Less than 2 mnutes
search tine for audio file in playback node

Search Criteria:
Ti me/ Dat e
Call Duration
Channel No.
Recorder ID

Menory: 200 MB hard drive mininum 8 MB RAM ninimum  Provi de RAM
in one SIMVE nodul e and | eave all other nenory slots open

Password up to 14 characters. Shut down after 5 wong attenpts.
Provide with internal LOCK/ UNLOCK operation swtch.

Audi o and visual alerts of systemfailures, end of tape, and w ong
operation.

Qperating tenperature 4.4 degrees Cto 45 degrees Cwith relative
hum dity of 80 percent non-condensi ng.
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2.

n. Software Requirenments: Provide with the nbst current operating
system avail able. Also, provide with the software necessary to
provi de operation of audi o recordi ng conponents specified herein.
The software shall be specifically designed for audi o recording
applications of the sort specified herein.

0. Provide with one 3.5 inch/1.44 MB external floppy drive.
5.23 M cr ophones

M cr ophones shall contain pre-anplifiers and be capabl e of ommi-directiona
pi ck-up. Housing shall be high inpact polystyrene or equal. Exterior
nount ed m crophones shall be weather resistant and be capabl e of operating
in the environnmental conditions specified in Environnental Conditions
par agr aph.

PART 3 EXECUTI ON

3.

3.

1 EQUI PVENT | NSTALLATI ON

CEl 79-2; Ab, CElI 79-3, and the appropriate installation manual for each
equi pnment type. Conponents within the systemshall be configured with

appropriate "service points" to pinpoint systemtrouble in | ess than 20
m nut es.

1.1 Cable and Wre Runs

CEl 64-8; V1; V2 and Section 16402, "Interior Distribution System" and as
specified herein. Conduits including flexible netal and arnored cabl e shal
term nate in the sensor or device enclosure. Ends of conduit shall be
fitted with insulated bushings. Exposed conductors at ends of conduits
external to sensors and devices are not acceptable.

. 1.2 Sol deri ng

UNI EN 12534.

. 1.3 @Gl vani zi ng

Ferrous netal shall be hot-dip galvani zed in accordance with UNI EN | SO 1461
Screws, bolts, nuts, and other fastenings and supports shall be corrosion
resistant.

.1.4 Fungus Tr eat nent

Conpl etely treat system conponents for fungus resistance. Do not use
treated materials contai ning nercury-bearing fungicide. Treating naterials
shall not increase flanmmbility of material or surface being treated.
Treating naterials shall not cause skin irritation or other personne

injury during fabrication, transportation, operation, or nmaintenance of

equi pnment, or during use of finished itens when used for the purpose

i nt ended.

1.5 Condui t
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Install in accordance with CEl 64-8; V1; V2 and Section 16402, "Interior
Distribution System"

.2 ADJUSTMVENT, ALI GNMENT, SYNCHRONI ZATI ON, AND CLEANI NG

Subsequent to installation, clean each system conponent of dust, dirt,
grease, or oil incurred during installation or accrued subsequent to
installation fromother project activities, and prepared for system
activation by manufacturer's reconmended procedures for adjustnent,

al i gnment, or synchroni zation. Prepare each conponent in accordance with
appropriate provisions of conponent installation, operations, and

mai nt enance manual s. Renpve | arge vegetation that may sway in the wind and
touch fencing

.3 FI ELD QUALI TY CONTROL
. 3.1 System Oper ati onal Test

Test shall ensure that the requisite degree of Audi o/video Mnitoring and
intrusion detection is provided. Initially, test each sensor and subsystem
conponent individually. Wen the function of each component within a
particul ar subsystem such as each sensor within a particular zone is
verified, certify that subsystemof the entire IDS as satisfactorily
neeting required specifications. Test each subsystemsimlarly until each
detection zone has been certified. Wen subsystemcertification is
conplete, test entire integrated systemto ensure that subsystem el enents
are conpatible and function as a conplete system Integrated systemtest
shal | be accomplished in |inear fashion, end-to-end, and shall verify that
each sinulated intrusion performed within each detection zone produces an
appropriate alarmor signal. Integrated systemtest shall also verify that
alarmis correctly annunciated at the |ocal annunciator unit and that

desi gnated caneras are exclusively recorded. Provide for approval, not
|ater than 30 days prior to fornal inspection and test, a detailed
operational test plan of how each conponent, subsystem and entire system
will be tested. Wen tests are conplete and corrections made, subnit a
signed and dated certificate with a request for formal inspection and tests.

. 3.2 Fornmal | nspection and Test
.3.2.1 Fi nal I nspection

Contracting O ficer will witness formal tests after receipt of witten
certification that prelimnary tests have been conpleted and that systemis
ready for final inspection. Manufacturer's technical representatives shal
be present for the final inspection and test. Repeat prelimnary tests and
functional and operational tests, conducted as requested by the Contracting
Oficer. Correct defects and conduct additional tests to denonstrate that
system conforms to contract specifications.

.3.2.2 System Fi nal Test
Test each sensor within a detection zone and then test the entire zone in

accordance with applicable test procedures in the test plan for sensors
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i ncorporated within that zone. As the test in that zone is proceeding,

nodi fications or adjustnents are prohibited. |[|f, subsequent to the test, a
nodi fication or adjustnment is necessary, retest the zone in the presence of
the authorized representative of the Contracting O ficer. Test other
conponents individually within each subsystem Conponent or subsystem
failure shall require retesting after needed repairs or adjustnents have
been acconplished. For testing purposes, conputers, data nmanagers, graphic
di spl ays, control units gathering panels and nonsensor-related cabling wll
be considered part of the central alarmreporting and display console. The
i ntegrated systemtest shall conmence only when subsystemtests have been

conpleted. In the interest of efficiency, major elements in a subsystem
may be tested even if corrections for mnor elements have not been
conpleted. Testing of mnor elenments will be acconplished upon conpletion

Only when subsystem el enents have been tested can subsystem be certified
as conplete. \When testing is conplete, test plan, together wth procedures
and data sheets, shall becone the substance of the final acceptance report.

Test report docunents and verifies the Governnent's acceptance and
approval of equipnent and installation required by the contract.

.3.2.3 Fuses and Lanps

Repl ace bl own fuses and burned out |anps during testing and will have on
hand, prior to scheduling tests, not |less than six spare |anps and fuses
for each type, size, and rating of fuses and | anps used in the equi prent
provi ded under this section. Turn spare fuses and | anps not used during
testing over to the Contracting O ficer.

.3.2. 4 Trai ni ng Operating and Mai nt enance Personne

Furni sh instruction for operating staff in system operation and operator
t roubl eshooti ng and preventive nmi ntenance procedures. Instruction shal
consi st of 3 man-days, 8 hours per day, and shall be held during nornal
duty hours. Conmence instruction after systemis fully operational, and
conplete instruction prior to system acceptance and turnover to the
Governnent. Furni sh mai ntenance instruction for Governnent maintenance
personnel in adjustnent, operation, and nmi ntenance of each system

equi pnment. Attendance at equi pnment manufacturer's recomended mai nt enance
training schools may be substituted for this training. Costs associ ated
wi th such schooling, less travel and per diem shall be borne by the
Contractor. Conplete maintenance instruction prior to system acceptance
and turnover to the Governnent.

-- End of Section --
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