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NOTE: This guide specification is issued by the
Atlantic Division, Naval Facilities Engineering
Command for regional use in Italy.
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NOTE: This guide specification covers the
requirenents for basic intrusion detection systens
(I DS) consisting of comercial equipnent which is
limted to a full range of interior point protection
devi ces, duress sensors, volunetric (space)
protection sensors, alarmsignal data comunications
medi a, and alarmreporting and nonitoring systens.
Systemrequirenents shall conformto NAVFAC

DM 13. 02, "Conmercial Intrusion Detection Systens
(IDS). For higher security IDS, CCTV, and access
control systens, use Section 13703, "Commerci al
Intrusion Detection Systens (IDS)." If there are
questions concerning system design, the Engineering
Field Division (EFD), Naval Facilities Engineering
Command, shoul d be consulted.

Conmment s and suggestion on this specification are

wel cone and should be directed to the technica
proponent of the specification. A listing of the
techni cal proponents, including their organization
designation and tel ephone nunber, is on the Internet.

Use of electronic comunication is encouraged.

Brackets are used in the text to indicate designer
choi ces or locations where text nust be supplied by
t he desi gner.

EE R R R R R R R R R R R R R R R R R R R R R R R R R O R
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NOTE: The followi ng information shall be shown on
the project draw ngs:
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1. Floor Plans: Location of security devices,
control units, alarmdisplay equipnent, and
el ectrical power cabinets.

2. Site Plan: Exterior devices and routing of
conductors and conduit into building.

3. Single line type systemriser diagram Labe
zones on riser diagrans. Connection of equipnent
shoul d be indicated for typical system chosen for
cost estimating purposes.

4., Single line type electrical riser diagram

5. Mounting: Details for each device required for
conplete installation. |Include device height and
installation of wring.

EE R R R R R R R R R R R R R R R R R R R R R R R I

PART 1 GENERAL

1

1 REFERENCES

The publications listed below forma part of this specification to the
extent referenced. The publications are referred to in the text by the
basi ¢ designation only.

EUROPEAN COVMUNI TY QUALI TY MARKS ( CE)

EE R R R I I I R I R I R I O I R I R R I R I R R R O

NOTE: CE (European Community) is a European
quality marking systemindicating that the

equi pnment or product conforms to EEC (European
Econom ¢ Conmunity) standards concerning quality
of safety and health and conforns with all the
Italian technical standards in force. Al
products (El ectrical, Mechanical and El ectronic
Equi pnent and sinilar itens) that are marked CE
conformto the standards and Laws enforced in
Europe. In ltaly, the CE marking is a mandatory
requi renent and nust be shown on all applicable
equi pnent and products attesting to the confornity
with the EEC standards.

EE R R R I I I R I R I R I O I R I R R I R I R R R O

CE European Quality Mark

| TALI AN ELECTROTECHNI CAL COVM TTEE STANDARDS ( CEl)

EE R R R I I I R I R I R I O I R I R R I R I R R R O

NOTE: A CEl Normis an Italian technical nornmative
for electrical systens recognized by Italian Law,
submitted by a private organi zation "Conitato
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El ectrotecnico Italiano" for the Italian
territory, available in the Italian | anguage and
only in some cases in English

EE R R R I I I R I R I R I O I R I R R I R I R R R O

CEl 64-8
CEl 79-2
CEl 79-3
CEl 79-5
CEl 79-6
CEl 81-1

(1998; V1 2001, V2 2001) Electrica
installations of buildings

(1998; Ab 2000) Intruder, hold up and
antiattack alarm systens - Particul ar
requi renents for apparatus

(1998) Intruder, hold up and antiattack
al arm system - Particular requirenents for
i ntruder installations

(1996) Comuni cation protocol for security
information (alarns) - Part 1: Transport
| ayers

(1998) Comuni cation protocol for security
information (alarns) - Part 2: Application
| ayer

(1998) Lightning protection of structures

| TALI AN/ EUROPEAN HARMONI ZATI ON STANDARDS (UNI EN) (UNI ENV) (CEl EN)

(UNI EN 1SO) (UNI |SO)

EE R R R I I I R I R I R I O I R I R R I R I R R R O

NOTE: A UNl EN, UNl ENvV, CEI EN, UNI EN I SO or UN
ISOis a European Standard with a coi nci dent
Italian National Standard or Internationa
Standard. The two standards are identical, with
nost (but not all) EN s available in the English

| anguage and the UNI available only in the Italian
| anguage.

EE R R R I I I R I R I R I O I R I R R I R I R R R O

UNI EN | SO 1461 (1999) Hot di p gal vani zed coatings on

fabricated iron and steel articles -
Speci fications and test nethods

UNI EN 29454-1 (1996) Soft soldering fluxes -

C assification and requirenents - Part 1:
O assification, |labelling and packagi ng

CEl EN 50130-4 (1996; Al 1999) Alarm systens - Part 4:

El ectromagnetic conpatibility - Product
fam |y standard: Imunity requirenments for
conmponents of fire, intruder and socia

al arm system

CEl EN 50130-5 (1999) Alarm systens - Part 5:
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Envi ronnmental test nethods

CEl EN 50131-1 (1998) Alarm systens - Intrusion systens -
Part 1. General requirenents

CEl EN 60079-14 (1998) El ectrical apparatus for explosive
gas atnospheres - Part 14: Electrica
installations in hazardous areas (other
than m nes)

CEl EN 60529 (1997; Al 2000) Degrees of protection
provi ded by enclosures (IP Code)

.2 RELATED REQUI REMENTS

Section 16050, "Basic Electrical Materials and Methods," applies to this
section, with the additions and nodifications specified herein

.3 DEFI NI TI ONS

a. Active node: That in which sone type of signal is continuously sent
across the link, resulting in sinple link breaks being readily detected.

b. Elenent: Constituent part of a conplex signal such as AC or DC voltage
or current, AC phase, or frequency duration

c. Fail-safe: Capability to nonitor for systemfunctions and to report an
alarmwhen a failure is detected in a critical system function

d. Installer: Either the Contractor or a subcontractor w th whomthe
Contractor has a firmcontractual agreenent.

e. Intruder: Aninmate object at least 1200 mmin height, 34 kg in weight
and 0.1 cubic neter in volune, noving through protected zones or
portals at a velocity of 30 to 3050 nm per second.

f. Sensor zone: Ceographic position for which an intrusion nust be
identified and di splayed and may be the conbination of nultiple
det ecti on devi ces.

.4 SYSTEM DESCRI PTI ON

[Provide new] [and] [nodify existing] basic intrusion detection system
(IDS), including associ ated equi pnent and appurtenances. Provision of |DS
shal | include [supervising installation of rigid or flexible conduit for
IDS during site preparation,] running systemw res and cables, and system
conponent installation, conponent testing, and system checkout. Each
system shall be conplete and ready for operation. Equipnent, naterials,
installation, worknanship, inspection, and testing shall be as specified
herein. [Existing systemwas manufactured by | ], and new equi pnent
shal |l be conpatible with and shall operate accurately and reliably with
existing system] Include materials not furnished by the manufacturer with
I DS equi pnrent as specified in Section 16402, "Interior Distribution System"
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1.5 SUBM TTALS

EE R R R R R R R R R R R R R E R R R R R R R R R R R R I R

NOTE: The "G' in subnittal tags follow ng each
submittal itemindicates Governnent approval and
shoul d be retained as long as a special reviewer is
cited. Add "G' in subnittal tags follow ng any
added submittals that are determned to require
revi ew by anot her organization and Gover nnent al

approval. Submittal itenms not designated with a "G
will be reviewed and approved by the QC
organi zation. |If a special reviewer is cited,

retain the second bracketed sentence.

EE R R R R R R R R R R R R R R R R R R R I R R R I O R

Submit the following in accordance with Section 01330, "Submttal
Procedures."” [The | ] will review and] [ ] Division, Naval
Facilities Engineering Command wi |l approve submttals requiring special
reviewin this section. Draw ngs and descriptive data shall be approved
prior to procurenment, fabrication, and installation. A schedule of
required submittals shall be prepared to be integrated with the overall
constructi on managenment schedul e to ensure adequate revi ew and necessary
corrective work before installation.
SD- 02 Shop Drawi ngs
I DS conmponents; G
Overall system schematic; G
SD- 03 Product Data

Interior point sensors; G

Interior volunetric (space) sensors; G

Control comunicators; G

Duress alarms; G

Keypad; G

Communi cation cables; G

[ Radi o frequency |ink communications systens; G

Communi cations interface devices; G

[Central station receiver/printer; g

Siren; G

Batteries; G
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Cypher | ock system G
Tanper switches; G
Strobes; G

SD- 06 Test Reports
I DS operational test; G
IDS final test; G

SD-07 Certificates
| DS operational test plan; G
Installer's qualifications; G
Instructor's qualifications; G
I DS equi pnent; G

SD-10 Operation and Mai ntenance Data
I DS, Data Package 5; G

Submit operation and nmi ntenance data in accordance with Section
01781, "Qperation and Mintenance Data."

SD-11 C oseout Submittals
Post ed operating instructions for IDS;, G
1.6 QUALI TY ASSURANCE
1.6.1 Dr awi ngs
1.6.1.1 I DS Conponents

Provi de drawings that clearly and conpletely indicate the function of each

conponent of the IDS. Indicate term nation points of devices and indicate
i nterconnections required for operation of the system |Indicate
i nterconnecti on between nodul es and devices. In addition, provide a |ayout

drawi ng whi ch shows spaci ng of conponents, |ocation, and details of
nounti ng and positioning.

1.6.1.2 Overal |l System Schematic

The overall system schenmatic shall indicate the sequence of operation, the
rel ati onship of integrated conponents on one diagram and show power
source, systemcontrols, inmpedance matches, plus nunber, size,
identification, and maxi mum | engths of interconnecting wires. Draw ngs
shall not be less than [420 by 297 mm | ] mm
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6.2 Experi ence and Qualifications
6.2.1 Installer's Qualifications

Prior to installation, subnit data for approval by the [ ] Division,
Naval Facilities Engineering Conmand, of the installer's experience and
qgualifications. Showthat the installer who will performthe work has a

m ni mum of [2] | ] years' experience successfully installing IDS of the
sane type and design as specified herein. Include nanes, |ocations, and
poi nts of contact of at |east two installations of the sane type and design
as specified herein where the installer has installed such systens.
Indicate the type of each systemand certify that each system has perforned
satisfactorily in the nanner intended for a period of not |ess than [12]

[ ] months

6.2.2 Instructor's Qualifications

Prior to installation, subnit data of the instructor's experience and
qualifications. Show that the instructor, who will train operating and

mai nt enance personnel, has received a mnimum of 24 hours of IDS training
froma technical organization recogni zed by the nmanufacturer of the system
and has 2 years' experience installing IDS of the type specified.

6.3 I DS Qperational Test Plan

Submit for approval at |east 30 days prior to comencenent of fornal
operational testing. Include detailed procedures for operational testing
of each I DS conponent and subsystem and for perfornance of an integrated
systemtest.

6.4 | DS Equi pnent

Submit nmanufacturer's certification of CE listing.

PART 2 PRODUCTS

2.

2.

1  SOURCE MANUFACTURERS
1.1 Intrusion Detection Systens

The foll owi ng nanufacturers provide intrusion detection systens that
generally conply with these specifications:

a. EL.MO S.p.a.
Sistem Di Sicurezza Ed Autonazione Industriale
35011 Reschigliano Di Canpodarsego (PD) Italy
Via Pontarola, 70
Tel : 049-9200320
Fax: 049-9200306
e-mail: info@lno.it
www. el no. it

b. SIEMENS BUI LDI NG TECHNOLCA ES
CERBERUS DI VI SI ON - SUPPLI ER OF ALARMCOM
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2.

Vi a Benedetto Croce, 68
00142 - Romm
Tel : 06-549381
Fax: 06-5401888
e-mail: info@l arncom com
www. al ar ntom com

2 | DS SUBSYSTEMS

Provide a conplete integrated IDS consisting of the foll owi ng najor
subsyst ens:

a. Detection

b. Armdisarmnultiple function keypad
c. Communi cati ons

d. Assessment

e. Alarmreporting

f. Power

.3 | NTEGRATED SYSTEM FUNCTI ONAL REQUI REMENTS

Ensure that the IDSis fully integrated with the physical security and
other elenents of the overall facility security system Except for

nmul tiple function keypads, other subsystens nay be housed in a single
encl osure. Specific subsystem functional requirenents are as foll ows:

a. Detection subsystem Subsystem shall consist of sensors to detect
intrusion attenpts [and provide neans to indicate a duress condition].

b. Armdisarmnultiple function keypad: Subsystem shall consist of
electronic digital keypads to nonitor and control personnel novenent
t hrough normal access routes in and out of the facility [and between
protected areas within the facility].

c. Comuni cations subsystem Subsystem shall consist of elenents required
to ensure that pertinent data is transferred fromthe point of origin
to the point where appropriate actions can be taken

d. Assessnment subsystem Subsystem shall consist of electronic devices
required to visually and audibly verify the validity of IDS alarns [at
two separate | ocations].

e. Alarmreporting subsystem Subsystem shall consist of electronic
devices to control, process, integrate, and annunciate |IDS data [ at
[two] | ] separate locations].

f. Power subsystem Subsystem shall consist of conponents required to
ensure continuous operation of the entire | DS
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[2.3.1 Intrinsically Safe

EE R R R R R R R R R R R R R E R R R R R R R R R R R R I R

NOTE: Do not |ocate control comunicator within a
hazardous area. |f point sensors and volunetric
sensors are required in hazardous areas, clearly
identify their location on the plans. Delete this
paragraph if no hazardous areas exist in this

proj ect.

EE R R R R R R R R R R R R R R R R R R R R R R R R O R

System conponents | ocated in areas where fire or expl osi on hazards nay
exi st due to flammbl e gases or vapors, flammable |iquids, conbustible
dust, or ignitable fibers or flyings shall be rated and installed according
to CEl EN 60079-14. Cassification of area and correspondi ng equi pment
ratings and installation procedures shall be as defined and specified in
CEl EN 60079- 14.

12.4 | NTEGRATED SYSTEM PERFORVANCE REQUI REMENTS

The installed and operating IDS shall be integrated into the overal
facility to detect intrusion and shall performas an entity, as specified
bel ow.

2.4.1 Det ecti on Cover age

Provi de and adj ust sensors so that coverage is [overlapping and] naxim zed
wi t hout nutual interference. [IDS coverage shall include [the facility
perimeter] [and] critical spaces within the facility.]

2.4.2 Detection Resolution (Sensitivity)
Sensitivity shall be capable of the foll ow ng:

a. Locating intrusions at individually protected assets or at an
i ndi vi dual portal

b. Locating intrusions within volunme/areas to within the coverage on any
single volunetric sensor; and

c. Locating failures or tanpering at individual sensors.

2.4.3 Detecti on Al arm and Reporting Capacity

EE R R R R R R R R R R R R R R R R R R R R R I R R R O R

NOTE: Sel ect system capacity paraneters based on
specific facility design requirenents. Include a 25
percent expansion factor to accommodate changes in
desi gn caused by reconfiguration of equi pnent within
interior spaces or renovation

EE R R R R R R R R R R R R R R R R R R R R R R R R R O R

The I1DS shall have the capacity to collect, comrunicate, and display a
m ni mum of [8] | ] progranmabl e sensor zone alarnms [and to enable
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control of one or nore response devices in each of the sensor zones].
[When a sensor zone includes a conbination of nultiple detection devices,
the systemshall maintain the capability to identify individual detection
devices in an alarmstate.] A single alarmshall be annunciated within
approxi nately 2 seconds after sensor transducer or other detection device
activation.

2.4.4 Al ar s

EE R R R R R R R R R R R R R R R R R R R R R R R R O R

NOTE: For a wireless transni ssion system del ete "d.
Line Fault."

EE R R R R R R R R R R R R R R R R R R R I R R R I O R

Al arm shall include, but not be linmted to, the follow ng:
a. Intrusion detection
b. Tanper

c. Fail-safe

d. Line fault

e. AC power |oss

f. Low battery in control comrunicator
2.4.4.1 Intrusi on Detection

Sense and respond with visible and audi ble signals the activation of
det ecti on sensors.

2.4.4.2 Tanper

EE R R R R R R R R R R R R R R R R R R R R R R I R R R O R

NOTE: Each tanper | oop requires a dedi cated sensor
zone in the control communicator. Do not use one
tanper loop for an entire building since it would be
difficult to trace the violated device or box.

I nstead, zone tanper |oops by areas to nore
conveniently locate a violated device or box.

EE R R R R R R R R R E R R R R R R R R R R E R R R R R R O R

Encl osures, cabinets, housings, boxes, raceways, and fittings w th hinged
doors or renovabl e covers which contain circuits of the intrusion detection
system sensor devices, and associ ated power supplies shall be provided

wi th cover having corrosion-resistant tanper switches. Tanper al arns shal
be annunciated to be clearly distinguishable fromintrusion detection
alarns. Tanper switches on doors which nmust be opened to make nor mal

mai nt enance adj ustnents to the systemand to service the power supplies
shal | be of the push/pull-set, automatic-reset type. Tanper sw tches shal
have the foll ow ng features:
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a. Inaccessibility until the switch is activated,;

b. Under electrical supervision at all tines, irrespective of the
protection node in which the circuit is operating;

c. Spring-loaded and held in the closed position by the door or cover
protected; and

d. Wred to break the circuit when the door or cover is disturbed.
.4.4.3 Fai | - Saf e

Provide a fail-safe capability in critical elenents of the IDS, including,
but not be linmted to, the capability to nonitor comunication |ink
integrity and to provide self-test. Wen dininished functiona

capabilities are detected, the system shall provide annunciation of the
fault. Fail-safe alarns shall be annunciated to be clearly distinguishable
fromother types of alarns.

.4.4.4 Li ne Faul t

As a minimum fault isolation at the systens |evel shall have the sane
geographic resolution as provided for intrusion detection. Conmnunication
links of the IDS shall have an active nmode for line fault detection. The
system shall be either a static systemor a dynanmic system |In a static
system the "no-alarnt condition shall always be represented by the sane
signal, which shall be different than the signal originally transmtted.
The dynam c system shall represent "no-alarnf with a signal which
continually changes with tine.

.4.4.5 Power Loss

Provide the capability to detect when a critical conponent of the system
experi ences tenporary or pernanent |oss of power and to declare an alarm
The al arm shall be annunciated to clearly identify the conponent
experienci ng power | oss.

.4.5 El ectrical Power

El ectrical power shall be obtained by the normal comercial or base

el ectrical distribution system Power shall be continuously nonitored and,
if interrupted, automatic switching fromprinary to energency backup
sources shall be acconplished w thout interruption or degradation of
critical systemfunction. Intrusion alarns shall not be generated by power
swi t ching; however, an indication of power swtching and on-line source
shal |l be provided at the alarmnonitor. Upon restoration of prine power,
the systemshall automatically switch back to the primary source. Low

vol tage condition of an on-line battery and battery charger circuit failure
shal | be detected and reported as a fault condition

.4.5.1 Primary Power
Furni sh [220] [ ] volt AC service, transformed through a two-w ndi ng

isolation transforner and rectified to | owvoltage DC for system operation
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otain primary power [fromthe Iine side of incomng facility power] [at
the location indicated]. [Provide a separate, |ockable, circuit breaker
[adj acent to the power distribution panel] [at the |location indicated].]
[Provide a circuit dedicated to power IDS froma panel board at the |ocation
i ndi cated. Label the circuit breaker in that panel board: "Al arm System Do
Not Turn OFf."]

.4.5.2 Backup Power

Provi de backup power to the prinary power by dedicated batteries in
renotely | ocated systemel enents such as individual sensors and in control
conmuni cators. [Wen radio frequency (RF) operation is required, batteries
shall be an integral part of dispersed systemelenents.] Batteries shal
be capabl e of operation in any position and shall be protected agai nst
venting caustic chemcals or fumes within an equi pnent cabinet. Batteries
shal | al so be capabl e of continuous operation for up to [4] | ] hours
wi t hout recharge or replacenment. |If the sensors power requirements exceed
the rated capacity of the control communicator battery, provide the nunber
of separate power supplies required to power the sensors. Provide each
power supply with its own rechargeabl e battery and charger

.5 SYSTEM PERFORVANCE REQUI REMENTS

Provi de system conmponents to operate as described herein within the context
of the integrated system performance previously described. Were
i nconsi stenci es occur between the foll owi ng component perfornance
requi renents and integrated system |l evel performance descriptions,
i ntegrated system performance descriptions shall take precedence.

.5.1 Modul arity

Provi de system conmponents to facilitate nodul ar subassenbly and part

repl acenent. Electronic conponents of the systemshall be of the
solid-state type, mounted on printed circuit boards. Circuitry shall not
be so densely placed as to i npede mai ntenance. Power-di ssipating
conponents shall incorporate safety nargins of not |ess than 25 percent
with respect to dissipation ratings, naximum voltages, and current-carrying
capacity. Light duty relays and simlar swtching devices shall be
solid-state or hernetically seal ed el ectronechanical type.

5.2 Reliability

Provi de only conponents in current manufacturing production. Conmponents
shal | be nmanufactured to neet requirenents specified herein and shall be
free fromcharacteristics and defects which affect appearance or
serviceability or which render equi pnent unsuitable for the intended
purpose. Provide conponents designed for continuous operation at specified
condi tions.

.5.3 Mai ntainability
Conponents shall be capabl e of being maintained using comercially

avai | abl e standard tools and equi pnent. Conponents shall be arranged and
assenbled to be readily accessible to nai ntenance personnel w thout
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conprom sing the defeat resistance of the | DS
2.5. 4 Envi ronmental Conditions
2.5.4.1 Interior Conditions

Equi pnent installed in environmentally protected interior areas shall neet
performance requirenents specified by CEl 79-2 and CEl EN 50131-1 for the
speci fic equi pnent or devi ce.

2.5.4.2 Exterior Conditions

Conponents mounted in | ocations exposed to weat her shall be housed in
corrosion-resi stant enclosures with appropriate environnental protection
Conponent performance shall not degrade because of inproper housing design
Conponents in enclosures shall neet performance requirenments when exposed
to anbient conditions specified by CEl EN 60529for the specific equi pment
or devi ce.

2.5.4.3 Li ght ni ng and Power Surges

Intrusion detection, comunication, and power circuits that lead to the
control communi cator shall be protected against |ightning and voltage
transients. Surge suppression device shall conformto CEl 81-1 and CEl 64-8.

Rat ed single pul se transient energy by netal oxide varistor (M) (10
times 1000 m croseconds joules) shall be 300 in nornal node (line to
neutral) and 280 in comon node (line and neutral to ground); maximum
single pulse transient current by MOV (8 tines 20 m croseconds anperes
peak) shall be 26,000 in both nodes, for 220 volts AC circuits. Breakdown
vol tage shall be 300 volts DC, nmaxi mum cl anpi ng vol tage shall be 350 volts
DC peak; maxi numtransient current shall be 5000 (8 by 20 mi croseconds
anperes peak by MOV, for comunications circuits. The protective device
shall be automatic and resettable and shall be active at all times. Fuses
shall not be permitted as protection devices. Circuits shall be designed
or sel ected assuming a naxi mum of 25 ohns to ground.

2.5.5 El ectromagnetic Interference (EM)

I DS conponents enpl oyi ng el ectromagnetic radi ation shall be designed and
constructed to provide maxi mum practical invulnerability to electronic
count er neasur es.

2.5.6 El ectromagneti c Radi ati on (EMR)

EE R R R R R R R R R R R R R R R R R R R R R I R R R O R

NOTE: National Post Tel ephone and Tel egraph are
normal Iy the approving authority for EMR conponents
over seas.

EE R R R R R R R R R E R R R R R R REEEERE R EEEE R R R R R R R R

Provide only IDS conponents which are in accordance with CEI EN 50130-4
[ ] licensed and approved. Provide system conponents which are
el ectronagnetically conpati bl e.
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2.5.7 I nterchangeability

Li ke conponents shall be physically and functionally interchangeabl e as
conplete itens, without nodification of either the original itens or of
ot her conponents with which the itens are used

2.5.8 Saf ety

I DS conponents shall conformto application rules and requirenents of CE
64- 8.

2.5.9 Human Engi neeri ng

Aural considerations shall include |Iocation of annunciators, tone pitch
quality, and intensity. The nunber of different audible signals shall not
exceed four. Conponent design shall provide for ease of accessibility for
mai nt enance.

2.5.9.1 Vi sual Annunci ators
Annunci ators shall be either liquid crystal displays (LCDs) or I|ight

emtting diodes (LEDs). Annunciators shall be so connected in the circuit
that failure of the annunciator, socket, or protective circuitry shall not

result in an inproper or indetermnate signal. LCDs and LEDs shall be
conpati ble with standby power supplies. LEDs shall be brightly lit and
visible froma distance of 9 neters in an area illumnated at 800 | ux.

LEDs shall be used in outdoor applications or in the presence of sunlight.
2.5.9.2 Control s

Provide to ensure ease of operation of specified characteristics. \Were
applicable, clockw se rotation of controls shall result in an increasing
function. Controls, switches, visual signals, and indicating devices,

i nput and output connectors, termnals, and test points shall be clearly
mar ked or | abel ed on hardware to permt quick identification, intended use,
and |l ocation. Term nal markings and | abels shall be of a permanent and

| egible type and |l ocated to be visible when the associated systemwring is
in place. ldentification narkings shall be associated with each adj ustnent
device or itemrequiring periodic nmaintenance. Safety warning or cautions
shal |l be narked in conspicuous red letters. Control and indicator
identifications that are exposed outside encl osures shall be permanent,
machi ne-engraved letters, and painted to contrast with the background
color. Controls not required for operation of the systemshall be

i naccessible to the system operator

2.5.10 Test Points
Test points, controls, and other adjustments inside enclosures shall be
readily visible and accessible with m ni nrum di sassenbly of equi pment. Test
poi nts and ot her mai ntenance controls shall not be readily accessible to
oper ator personnel

2.5.11 Conponent Encl osures
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Annunci at or housi ngs, power supply encl osures, sensor control and term na
cabi nets, control conmunicators, wiring gutters, and ot her conponent

housi ngs, collectively referred to as encl osures, shall be forned and
assenbl ed to be sturdy and rigid.

.5.11.1 Met al Thi ckness

Thi cknesses of netal in cast and sheet netal enclosures of all types shal
be in accordance with manufacturer's reconmmendati ons.

.5.11.2 Doors and Covers

Doors and covers shall be flanged. Were doors are nounted on hinges with
exposed pins, hinges shall be of the tight-pin type, or ends of hinge pins
shal |l be tack wel ded to prevent ready renoval. Provide doors having a

| atch edge length of Iess than 610 mmwith a single lock. Were the latch
edge of a hinged door is 610 mmor nore in length, provide the door with a
three-point |atching device with lock; or alternatively with two | ocks, one
| ocated near each end. Covers of junction boxes provided to facilitate
initial installation of the systemshall be held in place by tack wel ding,
brazi ng, or one-way screws.

.5.11.3 Ventilation

Ventil ation openings in enclosures and cabinets shall conformto
manuf acturer's instructions.

.5.11. 4 Mount i ng

Unl ess ot herwi se indicated, sheet netal enclosures shall be designed for
wal | nmounting with top hole slotted. Mounting holes shall be in positions
whi ch renmai n accessi bl e when naj or operating conponents are in place and
the door is open, but shall be inaccessible when the door is closed.

.5.11.5 Encl osure Locks

Locks and key-1 ock-operated switches required to be installed on conponent
encl osures shall be CE listed, round-key type with three dual, one
nmushroom and three plain pin tunblers, or shall have a pick resistance
equal to a lock having a conbination of five cylinder pin and five-point
three-position side bar in the sanme | ock. Keys shall be stanped "U.S.
GOVT. DO NOT DUP." Key-I|ock-operated switches shall be keyed differently
and shall be two-position, with the key retractable fromeither position
Furni sh two keys for each switch. Maintenance | ocks shall be of the
one-way key-pull type arranged so that the key can be wi thdrawn only when
the lock is in the |ocked position. Locks on conponents for naintenance
access shall be keyed alike; furnish only two keys for such | ocks. Deliver
keys, tagged with netal tags, acconpanied by a manufacturer's certificate
whi ch records the nunber of each key nade.

.5.12 Det ecti on Sensors
Sensors shall detect penetration of the facility perinmeter and protected

zones by unaut hori zed personnel or intruders, and shall conformto CEl 79-2
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and CE
sensor

2.5.12.1

EN 50131-1, as applicable. Unless otherw se specified, required
power shall be plus 12 volts DC

Interior Point Sensors

EE R R R R R R R R R R R R R R R R I R R R R I R

NOTE: |If a high level of security is required,
speci fy bal anced nagnetic switches (BMS) in Section
13703, "Commercial Intrusion Detection Systens."

EE R R R R R R R R R R R R R R R R R R R R R R R R O R

a. Door and w ndow open detection

(1

(2)

(3)

Bal anced Magnetic Switches (BMS): Switches shall be [surface
mount ed] [recessed]. Switches shall have a bal anced nagnetic
field with a high probability of alarmif an external nagnet is
i ntroduced in defeat attenpts. Provide each BMS with an
overcurrent protective device, rated to linmt current to 80
percent of switch capacity. BM shall be rated for a m ni num
lifetinme of one nmillion operations. House BMS conponents in
encl osures made of nonferrous naterial s.

Surface nounted BMS: House conponents used in outdoor
applications in weatherproof enclosures. The sw tch nechanism
shall have a mininumgap of [10] [19] [__] mmand a nmaxi num gap of
[31.75] [63.5] [__] mmwithout internal adjustnent. [Surface nount
BMS housing for the switch elenent shall have capabilities to
recei ve threaded conduit.] The housing cover for surface nounted
BMS, if nade of cast aluminum shall be secured by stainless stee
screws. The nmagnet housing cover shall not be readily renopvable.
[Protect the BMS housing fromunauthorized access by a cover
operated, corrosion-resistant tanper device. The device shal
initiate an al arm when the cover is opened as little as 3.0 nm and
shal | be inaccessible until actuated.] [Conductors running from
the door to alarmcircuits shall be junpered within a flexible
arnored cord constructed fromcorrosion-resistant netal. Each end
of the arnored cord shall terminate in a junction box or other
enclosure. Arnored cord ends shall be nechanically secured to
junction boxes by clanps or bushings. Conductors within the
arnored cord shall be provided with lug terninals at each end
Junpered conductors and the arnored cord shall experience no
mechani cal strain as the door is noved fromfully open to cl osed.
The switch circuit shall initiate an alarmif a short circuit is
applied to the door cord.]

Recessed BMS: The recessed BVS shall have a gap up to 12.7 nmm
(9.5 mMmin steel). Field adjustnents in the fixed space between
magnet and swi tch housing shall not be possible. [Ball bearing
door trips shall be nmounted within vault door headers such that
when the | ocking mechanismis secured, the door bolt engages an
actuator, nmechanically closing the switch. The door bolt | ocking
mechani sm shall be conpl etely engaged before the ball bearing door
tripis activated. Provide circuit junpers fromthe door.]
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C.

d ass breakage detection

(1

(2)

(1

Breakwi re sensors: Sensors shall consist of fine wire enbedded in
or affixed to the interior of the glazing. Breakage of protected
glazing shall result in wire breakage. Wre shall be hard drawn
copper and shall not exceed 0.45 mmdianeter. |If affixed to

gl azing, protect the sensor wire by a clear coating which shal

not inhibit sensor functioning. Sensor shall be ternmnated in

i nsul ated connectors which are [conceal ed] [tanper protected].

d ass breakage sensors: Sensors shall detect w ndow breakage by
responding to sonic or vibration frequencies that acconpany
breaki ng glass. Sensors shall selectively filter input to detect
only frequency of breaking glass and to minimze false alarns from
sources such as jangling keys, ringing phones, and sl anmi ng doors.
d ass breakage sensors shall initiate alarmwhen the gl ass they
protect is cracked or broken. Sensors shall provide positive
detection of breakage of plate, safety, |am nated, and tenpered
gl ass. Sensor shall have a sensitivity adjustnent controlling the
out put voltage fromthe detecting el enment which triggers a
solid-state latching device. Provide the sensor with an LED for
adjusting the sensitivity. [Sensor shall be contained in a
fire-resistant ABS plastic housing and shall be nounted in contact
with the window. Supply the sensor with a two-sided pol yurethane
tape with acrylic adhesive. Provide the sensor with an exterior
| abel to protect the tape fromdirect sunlight.] [Sensor shall be
contained in a fire-resistant ABS plastic housing and shall be
ceiling or wall nounted, as indicated. Sensor shall provide
coverage of large glass areas up to 10 neters wi de. Sensor
housi ng shall be tanper resistant and designed for screw
mounting.] Sensor shall not initiate alarmin response to seisnic
vi brations or other anbient stinuli.

hj ect protection

Capaci tance proxinity sensor: Sensor shall consist of two
solid-state synchronous oscillators, a reference oscillator, and a
detecting oscillator. The detecting oscillator shall be
electrically connected to the sensing wire (antenna) circuitry,
such that the capacitance of the antenna circuitry determ nes the
frequency and phase of oscillation. |[If an intruder approaches the
protected objects, the oscillator shall detune with respect to the
reference oscillator, initiating an alarm The system shal
provi de nmeans of indicating an alarmcondition at the protected
objects during installation and calibration. Provide the
indicator with a disabling device within a tanperproof enclosure.
The nunber of objects protected by a single capacitance detector
shal | not exceed the unit's maxi num capacitance at the desired
sensitivity. Protected objects shall be insulated from ground by
i nsul ati ng pads which shall have a dielectric constant such as
glass or thernoplastic materials. [If screen grids or radiators
are enployed as antennas, insulate fromground. Wres used for
grids shall be larger than 1.5 sq. nm 30 percent copper-clad
steel covered with a mininumof 0.4 mmvinyl coating. Space grid
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el ements at 150 mm nmaxi nrum and construct in a symmetrica

manner.] Provide sensor with sensitivity controls inaccessible to
operating personnel. Sensor shall be insensitive to human body
novenents in excess of 915 nmfromthe antenna circuit. Sensor
sensitivity to alarmproducing stinmuli shall be readily adjustable
fromcontact to 900 mMmmwith a heavily gl oved hand. Sensor shal

not initiate nuisance alarns in response to nornal anbient
conditions. [Provide sensors with tanmper switches.

I nterconnecting lines and tanper switches shall remain under
constant supervision, even when the systemis set for authorized
access.] Sensor shall not reset upon restoration of SECURE node
if the antennas were altered during authorized entry to disable
detection capability.

d. Floor, wall, and ceiling protection

(1

(2)

Vi bration sensors: Sensors shall sense and selectively anplify
signals generated by forced penetration of a protective structure.
Sensors shall initiate alarns upon detecting drilling, cutting,

or blasting through walls, or other nmethods of forced entry
through a structure. Mount vibration sensors directly contacting
the surface to be protected. Sensors shall be designed to give
peak response to structurally conveyed vibrations associated with
forcible attack on the protected surface. Provide at |east one
sensor on each nonolithic slab or wall section, even though
spacing closer than that required for nidrange sensitivity nmay
result. House sensors in protective nountings and fasten to the
surface with conceal ed nounting screws or an epoxy. [Provide
sensors with tanper switches.] Renoval of a sensor fromthe
surface shall initiate an alarm An adjustable alarm

di scrimnator shall function to prevent incidental vibrations
whi ch may occur fromtriggering the alarmcircuit. Adjust the
discrimnator on the job to the precise needs of the application
Connect sensors to an electronic control unit by nmeans of wiring
or fiber optics cable run in rigid steel conduit. Sensor
sensitivity shall be individually adjustable unless sensor is
designed to accomvpdate vi bration ranges of the specific surface
type on which it will be nounted. Sensitivity adjustnents shal
not be accessible w thout renoving the cover on the sensor
Sensor shall not be responsive to airborne sound.

Gidwire sensors: Provide strands of hard-drawn copper wire
stapled to a wall, door, or ceiling and attached to a ternina
strip enclosure. Enclosure shall be tanper switch protected both
on the cover and with a pry-off tanper switch on the rear of the
encl osure. Wen correctly arranged, installed, and connected into
an electrically supervised detector circuit, the cutting,

breaki ng, or grounding of gridwire shall initiate an alarm

Install gridwire in a pattern of 100 nmon center over a wall,
door, or ceiling area generally not exceeding 1200 nm by 2400 mm
in di mensions, for each terminal strip. Cover the grid pattern by
a cosnetic material such as paneling. Hard-drawn gridwire used in
fabricating security sensors shall not exceed 17.8 N tensile
strength and shall be capable of carrying a current of 60
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mllianperes at 60 volts with a tenperature rise of not nore than
one degree C. Wre shall not be larger than 0.45 mMm

EE R R R R R R R R R R R R R E R R R R R R R R R R R R I R

NOTE: Uility inlet openings are protected in a
vari ety of nethods, the correct one bei ng dependent
on two variables: the nature of the intrusion
threat (e.g., physical penetration, electrical

el ectro-optical) and the characteristics of the
utility inlet opening (e.g., discharge water froma
nucl ear plant, office air duct, electric conduit).
Subsequent to such anal ysis, al nost any of the

i ntrusion detection sensors described herein could
provi de the necessary protection. Normally a
breakwire trap sensor is used for this application

EE R R R R R R R R R R R R R R R R R R R R R R R R O R

(3) Protection of utility inlet openings: Provide protection by a
sensor of the [breakwire trap] [wire trap] type consisting of up
to 0.45 nmm hard-drawn copper wire with a tensile strength of 17.8
N maxi muminterl aced t hroughout the openi ng such that no opening
between wires shall be larger than 100 nmon center. Term nate
sensor so that attenpts to cut the wire or otherw se enlarge
openi ngs between wires shall cause an alarm Sensor term nation
shal | be [conceal ed] [tanper protected].

2.5.12.2 Interior Volunetric (Space) Sensors

EE R R R R R R R R R R R R R R R R R R R R R R R R R O R

NOTE: Include a schedul e of sensors on the plans
when the size of areas and pattern coverage is
different fromone sensor to another

EE R R R R R R R R R R R R R R R R R R R R R R R I R R R O O R

a. Passive infrared (PIR) sensors: Sensors shall detect intruder presence
by nmonitoring the level of infrared energy enitted by objects within a
protected zone. Sensor shall initiate an al arm upon observing
i ncreased or fluctuating infrared energy caused by the presence and
noti on of an intruder whose tenperature is as little as 1.6 degrees C
different fromthe background tenperature. Sensor shall be passive in
nature; no transmtted energy shall be required for detection. Sensor
shal |l be sensitive to infrared energy enitted at wavel engths
correspondi ng to the human body and ot her objects at anbient
tenperatures. Detection pattern for wall-nounted sensors shall be 15 m
by 15 m unless otherw se indicated[, and] [shall be housed in a
t anper -al arned encl osure]. Detection pattern for ceiling-nounted
sensors shall be 6.28 rad, unless otherw se indicated[, and] [shall be
housed in a tanper-al arned enclosure]. Sensor shall provide sone neans
of indicating an alarmcondition during installation and calibration
A neans of disabling the indication shall be provided within the sensor
enclosure. Sensor shall alarmif an intruder noves within the area of
protection nore than 1.5 neters at a velocity of 30 nm per second, and
one step per second, assuning 150 mm per step. Detection sensitivity
shal|l be irrespective of the direction of notion. Sensor shall also
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alarmat velocities faster than 30 nm per second, up to 3050 mm per
second. Sensor optinum detection range shall be [a mininumof 10 neters
] [as indicated]. Sensor shall not alarmin response to general area
thermal variations. Sensor shall have RFI and white light imunity.

Dual technol ogy sensors: Provide sensor conbining passive infrared and
m crowave sensors designed and nanufactured specifically to be nounted
in a single enclosure.

(1) Passive infrared (PIR) sensor section: Sensor shall detect
i ntruder presence by nonitoring the Ievel of infrared energy
emtted by objects within a protected zone. Sensor shall initiate
an al arm upon observing increased or fluctuating infrared energy
caused by the presence and notion of an intruder whose tenperature
is as little as 1.6 degrees C different fromthe background
tenperature. Sensor shall be passive in nature; no transmtting
energy shall be required for detection. Sensor shall be sensitive
to infrared energy enitted at wavel engths corresponding to the
human body or other objects at anbient tenperatures. Sensor
detection pattern shall be 15 mby 15 m unless otherw se
i ndi cated. Sensor shall have RFlI and white light immunity.

(2) Mcrowave sensor section: Sensor shall detect intruder presence
by transmtting el ectronagnetic energy into a protected zone,
receiving direct and reflected energy, and nonitoring frequency
shift between transnmitted and received signals. |f nore than one
device is used in an area, devices shall operate on different
frequencies. Provide for selective filtering by sensor to
m ni m ze nui sance alarnms due to noving netal objects such as fan
bl ades and venetian blinds, interference fromradar, or other
sources of electronic interference. Transceivers shall consist of
a conbined transmit/receive antenna and an adj ustabl e-gain
preanplifier in a single housing. Provide transceivers with
sensitivity adjustnments. Transceiver controls shall permt
adj ustnent of transm ssion range and al arm si gnal threshold.
Sensitivity controls shall be inaccessible to operating personnel

Sensitivity requirenents shall be net with sensitivity controls
set approximately at m drange.

(3) Additional dual technol ogy sensor requirenents: The enclosure
contai ning two sensor sections shall be tanper alarnmed. Both
m crowave and PIR sections shall activate sinultaneously to
generate an alarm Only an intrusion characterized by volunetric
noti on and radi ant body heat shall be detected. Sensor shal
provi de sone neans of indicating an alarmcondition during
installation and calibration. A neans of disabling the indicator
shal |l be provided within the sensor enclosure. Sensor shall alarm
if an intruder noves within the area of protection nore than 1.5
meters at a velocity of 30 mm per second, and one step per second,
assunming 150 nmm per step. Detection sensitivity shall be
irrespective of the direction of notion. Sensor shall also alarm
at velocities faster than 30 nmm per second, up to 3 neters per
second. Sensor shall not alarmin response to general area
thermal variations. Munt sensors [near the ceiling on
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vi bration-free surfaces] [as indicated]. Electronic circuitry
shal |l be solid state and nounted on printed circuit boards.
Sensor elements shall contain circuitry for transmtter drive
signal processing, tanper circuitry, and power supplies.
Circuitry shall provide an alarmrelay with contacts capabl e of
carrying 2 anperes at 100 volts DC m ni num

Audi o sensors: Sensors shall consist of mcrophones which detect audio
information and transmt signals to an audio anplifier in a central
control unit. Miltiple units nay be connected to a central control
unit. Audio sensors shall be designed to be especially sensitive to
generic audio intrusion signature of [breaking glass] [splintering
wood] [fracturing of cenment block] [normal voice conversation].
Sensors shall have sensitivity adjustments which shall be inaccessible
to operating personnel. Sensitivity adjustnment shall permt operating
ranges up to a maxi num of [465] | ] square neters. Sensors shal
have a detection sensitivity of [unidirectional design]
[omidirectional design]. [Audio assessnent capability shall be
provided.] Sensors shall be capable of installation in a conceal ed
configuration and shall be inherently self-protecting.

2.5.12. 3 Duress Al arns

CEl

a.

79- 2.

Hardwi re duress alarnms: Install at points within the protected area as
i ndicated. Alarns shall be capable of being secretly activated by the
foot or hand of an average adult in both standing and seated positions.
Al arms shall not be visible or audible fromthe sensor. The alarm
signal shall |ock-in upon activation until nmanually reset with a key or
simlar device and shall be readily identifiable by the IDS. Sensors
shal | be easy to operate and designed to mnimze the possibility of
accidental activation. Hardwire duress alarnms shall be rated for a
mnimmlifetinme of 50,000 operations. Securely nount sensors in
rugged, corrosion-resistant housing. Duress alarns shall be

[annunci ated to be clearly distinguishable fromother intrusion
detection alarns at the control comunicator] [silent at the reporting
| ocation and clearly distinguishable fromintrusion detection alarns at
the central nonitoring station].

Radi o frequency duress alarns: Duress alarns shall consist of a
conpact and |ightweight transmtter enclosed in a case that can be
easily worn at the waist on a belt. Transmitter shall have a unique
identification code. Transmitter shall be capable of transmitting 2
watts of RF power. Transmitter shall transmt up to [500] | ]
tinmes on the power provided by internal batteries. A small, flexible
PVC-encased antenna shall be nounted 12.7 nmaway fromthe transmtter
to ensure reliable propagation of the alarmsignal and rotation of 6.28
rad wi thout danmage to the sensor. Provide transmitter in a
corrosion-resi stant case. Transnmitter shall be available in both VHF
and UHF radi o bands. Transnitter shall be FM nodul ated to ensure
reception and decoding of the alarmsignal. The signal transmitted
shall readily interface with the I DS comunications subsystem as
specified in paragraph entitled "Radi o Frequency Link." Activation of
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the sensor shall be by hand-operated switch protected from accidenta
activation, yet easily activated by hand when worn at the waist on a
belt. [Sensor activation shall be autonatic when nounted on a belt and
when the wearer is in a horizontal position for an adjustable tine
interval of longer than [1] [5] [15] | ] mnutes. Adjustnent of
time interval activation shall not be accessible to operations

per sonnel . ]

2.5.13 Conmuni cati ons

CEl 79-5 and CEl 79-6. Conmunications shall |ink together the subsystens of
the IDS. |IDS comunications |links shall be via hardwire (cable)[, or radio
frequency]. Conmunications |inks shall be supervised. Conmon

conmuni cations interface devices shall be provided throughout the IDS
Sensor to control conmunicator interface shall be by dry relay contact
normal |y open or normally closed, except as specified otherwise. Control
conmuni cator to central alarmreporting processor interface shall be

digital, asynchronous, derived channel, or nultiplexed data. |Individua
data bits shall be grouped into word format and transmitted as coded
nessages. Interface shall be inplenented by nodens which shall function as

a comuni cations controller, performdata acquisition and distribution
buf feri ng nessage handling, error checking, and signal regeneration as
required to mai ntain communi cations.

2.5.13.1 Sensor to Control Conmuni cator Link Supervision

Provide hardwire direct current |ine supervision for sensor to control
conmuni cator |inks which are within the IDS protected area. GCircuit shal
be supervised by nmonitoring changes in the current that flows through the
detection circuit and a terminating resistor of at least 1.0 kohm
Supervision circuitry shall initiate an alarmin response to opening,

cl osing, shorting, or grounding of the conductors. Crcuit supervisor units
shal | provide an alarmresponse in the annunciator in not nore than one
second as a result of the follow ng changes in normal transm ssion |ine
current:

a. Five percent or nore in nornmal line signal when it consists of direct
current fromO0.5 nillianperes through 30 m|lianperes.

b. Ten percent or nore in normal line signal when it consists of direct
current from 10 mcroanperes to 0.5 m|lianperes.

c. Five percent or nore of any elenent or elenents of a conplex signa
upon which security integrity of the systemis dependent. This
tolerance will be applied for frequencies up to 100 Hz.

d. Fifteen percent or nore of any elenent or elenments of a conplex signal
upon which security integrity of the systemis dependent. This
tolerance will be applicable for frequenci es above 100 Hz.

2.5.13.2 Cont rol Communi cat or Hardwi re Link

The control conmunicator to central alarmreporting processor
conmuni cations link shall operate over a naximumof [2] [4] | ]
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standard voi ce grade tel ephone | eased or proprietary lines. . The link
shal | be capabl e of operating half duplex data transnission pair and shal
be capabl e of nodul ar expansion. Tel ephone Iines will be provided by the
Governnment. Coordi nate and check out system operation. Genera
characteristics and tel ephone |ine service shall be as follows:

a. Connections: Two- or four-wire

b. [Inpedance at 1000 Hz: 600 ohns

c. Transmitting level: 0 to 12 dBm

d. Transmitting level adjustment: 3 dB increnents

e. Type: Data

f. Direction: Two-way alternate (half dupl ex)

g. Maximum speed: [1.2] [5.12] [10.24] [_____ 1 kil obaud
h. Maxinumloss at 1000 Hz: 33 dB

2.5.13.3 Radi o Frequency Link

EE R R R R R R R R R R R R R R R R R R R R R R R R R R O R

NOTE: Radio frequency links nay not be all owed on
some Governnent facilities. Recommended usage for
RF links is as backup to hardwire links or at a
renote | ocation |acking tel ephone Iines. OPNAV

I nstruction 2400. 20E requires that funds shall not
be obligated for procurenent of radi o equi pnent
until frequency allocation authority has been
obtai ned. As soon as possible, but no later than
schemati c design, the designer shall contact the
area radi o frequency coordi nator (usually the base
radio officer) to deternine the availability of
radi o frequencies and to ensure that the using
activity subnits a DD Form 1494, Application for
Frequency Al location, for a Stage 1 ("Conceptua
Devel oprment ™) allocation (see DD Form 1494
Preparation GQuide). Stage 1 allocation authority
(i.e., approval) nust be obtained prior to
advertisenment of the contract.

The 138 to 150.8 M1z band is the preferred range
since specific frequencies in this range are
reserved for DOD use. Frequencies in the 162 to 174
MHz and 450 to 470 MHz bands are shared with other
users on a first-cone, first-serve basis. To avoid
potential contract delays, the frequency assi gnnent
shoul d be included in the specification when

possi ble. For additional information, contact the
base radi o officer or the Naval El ectromagnetic
Spectrum Center at (202) 433-0689. OPNAVI NST
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2400. 20E i s issued by OPNAV Code N60 (previous Code
0OP941), tel ephone (703) 695-7284.

EE R R R R R R R R R R R R R E R R R R R R R R R R R R I R

The system shall be a full duplex, supervised RF polling specifically
designed for alarmdata conmunications with conponents manufactured by one
manuf acturer. The system shall operate in the very high frequency (VHF),
[134 to 154] | to ] MHz band. The systemshall interface
directly with the IDS hardwire data Iink fromcontrol comunicator to the
central alarmreporting location. The systemshall also translate (reduce)
the data rate for RF transm ssion, nodul ate and denodul ate the data signal
and transmt and receive IDS data. Provide a factory-tested conplete RF
link which both automatically and upon operator comrand transnits a signa
with a unique identification fromthe central alarmnonitoring location to
control communi cator | ocations. Message receipt at control conmunicator

| ocation shall be ignored by other control conmmunicators except the
addressee. The comunicator with the correct address shall decode the

i nterrogation signal and respond to interrogation with status of reporting
sensors. |If the addressee fails to respond, reinterrogate. Failure to
respond a second tine shall cause a |line supervision alarm Renpte units
in the RF systemshall be individually polled in turn. Polling response
time and transnission data rate, data error rate, and equipnent reliability
shal |l ensure that overall IDS alarm annunciation tine reliability is not
degraded. Provide RF transmitters, receivers, or transceivers in
sufficient quantities to nmeet specified requirenments. RF |link

transm ssions shall be on one or nore of the frequencies within the
specified band as required to neet the specified requirenents and shal
neither interfere with other 1 DS conmponents nor facility el ectronic
conponents. Provide transmtters which are in accordance with applicable
requi renents of CEl EN 50130-4. Message types and content shall be
identical to those transnmitted by other portions of the IDS data

conmuni cati ons subsystem IDS alarns sent by RF link shall not fail to be
transmtted by RF link due to events occurring in "off air" periods. The
RF link shall provide message transmission priority in the follow ng order

a. Intrusion alarns
b. Tanper al arns
c. Access denial alarns

d. Oher alarns on a first-in, first-out basis including | oss of
conmuni cation signal, fail-safe, |ow battery, and power | oss.

Provide [omidirectional, coaxial, half-wave dipole] | ] antennas for
alarmtransmtters and transceivers with a driving point inmpedance to match
transm ssion output. Antennas and antenna nounts shall be corrosion

resi stant and designed to withstand wind velocities of [160] | ] knih
and physi cal damage caused by vandalism Antennas shall not be nobunted to
any portion of the facility fence or roofing system Antennas shall be
furni shed fromthe sane manufacturer as the rest of the RF Iink. Provide
coaxial cable in lengths as required. Cable shall use PL-type fittings or
connectors, properly protected agai nst noisture. Cables shall match the
out put i npedance of the transmtters.
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2.5.14 Control Communi cators

EE R R R R R R R R R R R R R E R R R R R R R R R R R R I R

NOTE: Locate control comrunicator in secure,

i ndoor, dry location. To deternine the nunber of
zones required for a specific project, consider the
following as a mininum one zone for entry/exit
doors, one zone for w ndow sw tches and doors that
are not entry/exit type, one zone for notion

sensors, one zone for glass break sensors, one or
nore zones for tanper, and one zone for duress alarm
(if used). Increase the nunber of zones as the size
of the buil ding/area increases.

EE R R R R R R R R R R R R R R R R R R R R R R O R

Control comunicator shall be CE listed and shall conformto CEl 79-2 and
CEl EN 50131-1, as applicable. Conmunicator shall provide for connection
and control of IDS sensors and shall report status to nultiple function
keypads [and] [existing] [central alarmreporting unit]. Provide control
conmuni cator in a | ocked enclosure that is tamper protected so that

openi ngs cannot be created to defeat the system

.5.14.1 Functi ons

Each control communi cator shall provide power and data interfaces to and
control of a group of up to [8] [12] | ] sensor zones and shall perform
the foll owi ng functions:

a. Continuously nonitor the status (secure or alarn) of sensor zone status
out puts connected to each control conmuni cator zone input by nonitoring
the current through the end-of-line resistor

b. Continuously supervise |lines connecting each sensor zone status out put
to each control comunicator zone input.

c. Retain activated sensor zones in nmenory. Display activated sensor
zones. Require a conmand to be entered on keypad to clear nenory.

.5.14.2 Feat ur es

a. Miltiple function keypad, suitable for renmpte nmounting fromthe control
conmmuni cator and having light emtting diode (LED) or liquid crysta
di splay (LCD) readout of alarmand trouble conditions by zone.
Al phanuneric English | anguage display, with keypad programmuability, and
EE- PROM nenory are preferred.

b. Trouble indications distinguishable fromintrusion alarns.

c. Mninmm of four zones selectable as fast/normal (50/750 mlliseconds)
for use with glass break, vibration, and shock detectors. Program
gl ass break zones as "trouble" when disarned and "al arnl when arned.

d. M ninmm of four zones selectable as entry and exit or interior follower
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(time delayed interior zone when entry is gained through nornal entry
and exit point).

e. Distinct duress code, selectable as silent panic (does not sound alarm
on prem ses). Program as 24-hour al arm zone.

f. Conplete systemtest activated at the keypad.

g. Capability for opening and closing reports to renpte nonitoring
| ocati on.

h. Adjustable entry and exit delay tines.

i. |Integral battery charger

j. Rechargeabl e 6 anpere-hour nininmum seal ed | ead-acid battery.
k. Mnimmof two relay outputs, fused.

I. Siren output, fused and supervi sed.

m Capability for a mninmumof two nultiple function keypads.

n. Capability to shunt or bypass selected interior zones while arnm ng
perimeter protection and renmining interior zones.

0. Capability for a mninumof seven assignabl e pass codes, keypad
progranmmabl e from suppressed naster code.

.5.15 Siren

CEl EN 50131-1. Provide 30 watt, 8 ohm speaker and siren driver rated for
6 to 12 volts DC and having two distinct sound outputs. Siren shal
produce a sound | evel output of 103 to 106 dB at 3 neters. Siren shal
conformto CEl 79-2 and CEl 79-3, as applicable. Provide siren in netal
encl osed, weather-resistant box having tanper swtches on front cover and
on back of box.

.5.16 St r obes

Provide for visual indication of alarmactivation. Strobe shall flash
simul taneously with siren and shall be 75 candela minimumwi th flash rate
of 60 per mnute. Strobe shall be designed to operate on 12 volts DC

.5.17 Central Station Receiver/Printer

Provide a m croprocessor based digital alarmreceiver to receive and
display information transmtted by alarm control panel s/ comunicators over
t he standard tel ephone network. [Receiver shall also interface to derived
channel tel ephone conpany networks.] Receiver shall have built-in battery
backup and shall be able to nonitor a mnimumof 999 accounts. Tel ephone
connection shall be RI31X jack. AC input shall have built-in MOV surge
protection.
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2.

5.17.1 Printer

Printer shall provide a hard copy record of incoming information including
tinme, date, account nunber, and code nunmber. Printer shall have built-in
battery backup and built-in MO surge protection on AC input. C ock shal
be 24-hour real tine. Calendar shall be 100 year with | eap years built in.

.5.17.2 Qperation

When the receiver receives a transm ssion over standard tel ephone network
lines froma renpote comunicator, the receiver shall imrediately answer the
i ncom ng call and acknowl edge the call by returning a tone signa
(handshake) to the communi cator. Upon receipt of the handshake, the
conmuni cator shall transmit one or two rounds of coded pul ses which are the
account and code nunbers. Wen a valid statement of data is received from
t he communi cator, the receiver's internal audible signal shall sound to
alert the nonitoring person that a valid round of data is on line. The
receiver shall also alert the printer and shall display on the receiver's
front panel the account number and code nunber of the conmunicator. Wen
the receiver has received the comunicator's data, the receiver shall send
a signal to the communi cator causing the comruni cator to hang up

(di sconnect). The receiver shall then automatically shut itself down
within 10 seconds.

.5.18 Cypher Lock System

Coded door | ocks shall be the electronic type consisting of at |east 10
coded buttons and a separate annunci ator button for visitor operation. The
system shall be such that at |east four buttons shall have to be pressed in
predeterm ned order to release the electric strike. The button array shal
be the surface-nounted type and shall include a spyproof rim The control
cabi net shall include provisions for setting or changing the entry code

wi t hout use of special tools or skills and shall contain a sound producing
device for the annunciator button on the button array. The control cabi net
shall include a battery pack and shall be designed to automatically swtch
to battery power when |ine power is interrupted. The battery pack shall be
of the rechargeabl e type designed to be maintained at full charge by line
power. Provide cypher |ock systemconplete with nounting hardware, rim
(surface) type electric strike specifically designed for the |atching
device specified and pre-finished cable for a conplete and operationa
system Design systemto operate froma 220 volt AC power source and

i ncl ude conduit nounting provisions in the control box.

PART 3 EXECUTI ON

3.

3.

1 EQUI PMENT | NSTALLATI ON

CEl 64-8, CEl 79-2, CEl 79-3, and the appropriate installation nmanual for
each equi pment type. Conmponents within the systemshall be configured with
appropriate "service points" to pinpoint systemtrouble in | ess than 20

m nut es.

1.1 Cabl e/ Wre Runs
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CEl 64-8; Section 16402, "Interior Distribution System" and as specified
her ei n.

1.2 Sol deri ng
UNI EN 29454-1
. 1.3 @Gl vani zi ng

Ferrous netal shall be hot-dip galvani zed in accordance with UNI EN | SO 1461
Screws, bolts, nuts, and other fastenings and supports shall be corrosion
resistant.

. 1.4 Tanper Switches

Install tanper switches to initiate an al arm signal when the door or cover
is noved as little as 6 Mmfromthe nornally closed position. Locate
tanper switches within enclosures, cabinets, housings, boxes, raceways, and
fittings to prevent direct line of sight to any internal conponents and to
prevent tanpering with switch or circuitry. Conceal tanper sw tch nmounting
hardware so that the |ocation of the switch within the encl osure cannot be
determ ned fromthe exterior

.1.5 Fungus Tr eat nent

Conpl etely treat system conponents for fungus resistance. Treating
materi al s containing nercury-bearing fungicide shall not be used. Treating
materials shall not increase the flammbility of the material or surface
being treated nor cause skin irritation or other personnel injury during
fabrication, transportation, operation, or naintenance of the equi pnent, or
during use of the finished itens when used for the purpose intended.

.1.6 Condui t

Install in accordance with CEl 64-8 and Section 16402, "Interior
Distribution System"

1.7 Underground Cable Installation

Under ground conductors connecting protected structures and objects to the
central alarmupdating and display unit shall be run direct burial or in
conduit as specified in Section 16303, "Underground El ectrical Work."
Coaxi al cable shall not be spliced. |If permtted, cables connecting
protected structures and objects to the security control console shall be
sized such that initially only approxi mately 60 percent of the circuit
pairs will be used. Cable pairs not used shall be reserved for future use
of additional detection circuits.

.2 FI ELD QUALI TY CONTROL
2.1 I DS Qperational Test
CEl EN 50130-5. Test shall ensure that the requisite degree of intrusion

detection is provided. Initially, test each sensor and subsystem conponent
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individually. [Test glass breakage sensors by using test units supplied by
t he manufacturer which sinulate gl ass breakage.] When the function of each
conponent within a particul ar subsystem such as each sensor within a
particular zone, is verified, certify that subsystemof the entire IDS has
satisfactorily net the specifications. Test each subsystemsimlarly unti
each detection zone has been certified. Wen subsystemcertification is
conplete, test the entire integrated systemto ensure that subsystem

el ements are conpati ble and function as a conplete system The integrated
systemtest shall be acconplished in |linear fashion, end-to-end, and shal
verify that each sinmulated intrusion perforned within each detection zone
produces an appropriate alarmor signal, and that alarmis correctly
annunci ated at the keypad [and central station receiver]. Provi de for
approval, not later than 30 days prior to formal inspection and test, a
detai |l ed operational test plan of how each conponent, subsystem and entire
IDS will be tested. Wen tests are conplete and correcti ons nade, subnmit a
signed and dated certificate with a request for formal inspection and tests.

. 2.2 Fornal | nspection and Test
.2.2.1 Fi nal I nspection

[ The Contracting Officer] [An authorized representative of the Contracting
Oficer of the Atlantic Division, Naval Facilities Engineering Comrmand, ]
will witness fornal tests after receipt of witten certification that
prelimnary tests have been conpleted and that the systemis ready for
final inspection. Repeat prelimnary tests and functional and operationa
tests conducted, as requested by the Contracting O ficer. Correct defects
and conduct additional tests to denpbnstrate that the systemconforms to
this section.

.2.2.2 Fi nal Test

Test each sensor within a detection zone and then test the entire zone in
accordance with applicable test procedures in the test plan for the sensors
i ncorporated within that zone. As the test in that zone is proceeding,

nodi fications or adjustnents are prohibited. |[|f, subsequent to the test, a
nodi fication or adjustnment is necessary, retest the zone in the presence of
the authorized representative of the Contracting Oficer. Test other
conponents individually within each subsystem Conmponent/subsystemfailure
shall require retesting after needed repairs or adjustnents have been
acconplished. 1In the interest of efficiency, najor elenents in a subsystem
may be tested even if corrections for mnor elements have not been
conpleted. [Wen testing is conplete, the test plan, together with
procedures and data sheets, shall becone the basis of the final acceptance
report. The test report docunments and verifies the Governnent's acceptance
and approval of equipnent and installation required by the contract.]

.2.2.3 Fuses and Lanps

The Contractor is responsible for replacing blown fuses and burned out

| anps during testing and will have on hand, prior to scheduling tests, not
| ess than six spare | anps and fuses for each type, size, and rating of
fuses and | anps used in the equi pment provided under this section. Spare
fuses and | anps not used during testing shall be turned over to the
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Contracting O ficer.
.2.2. 4 Trai ni ng Operating and Mai nt enance Personne

Furni sh instruction for operating staff in system operation and operator
t roubl eshooti ng and preventive nmi ntenance procedures. Instruction shal
consi st of [one] [ ] man-day[s], 8 hours per day, and shall be held
during normal duty hours. Commence instruction after the systemis fully
operational, and conplete the instruction prior to system acceptance and
turnover to the CGovernnent.

.2.2.5 Post ed Operating Instructions

Post I DS operating instructions as stated in Section 16050, "Basic
El ectrical Mterials and Methods. "

.3 ADJUSTMENT/ ALl GNVENT/ SYNCHRONI ZATI ON/ CLEANI NG

Subsequent to installation, clean each system conponent of dust, dirt,
grease, or oil incurred during installation or accrued subsequent to
installation fromother project activities. Prepare for systemactivation
by followi ng manufacturer's recommended procedures for adjustnment,

al i gnment, or synchroni zation. Prepare each conponent in accordance with
appropriate provisions of the component's installation, operations, and
mai nt enance nanual s.

-- End of Section --
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